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Message from MMTC Chair 

 

Dear MMTC colleagues, 

 

It is a great honour to continue to be part of the IEEE ComSoc MMTC team. As the elected North America 

Vice-Chair for 2014-2016, I am excited to get the chance to work with MMTC leadership team to continue our 

mission of providing great value to our colleagues, from both academia and industry, focusing on multimedia 

communication technologies. 

I am very excited that December is approaching us quickly as GLOBECOM 2015 will be in my hometown San 

Diego with the theme “Connecting All Through Communications”. I checked highlights of the conference 

program and it is simply fantastic! From the 17 Sunday tutorials and 21 workshops, to a daily line-up of great 

keynote speakers from both industry and academia, to parallel symposia sessions covering the latest in 

communications research and products (5G, IoT/IoE, etc.), in addition to new special sessions such as “IEEE 

Young Engineers & Dialogue with Industry Leaders Event”. I am impressed with the quality of the technical 

program and I take this opportunity to congratulate the conference committee. I look forward to meet you in 

San Diego during the conference. 

I hope you are all finding the content of the E-Letter beneficial. The editorial team has done a great job 

soliciting contributions from both academy and industry. In the 2015 issues, so far we covered multiple and 

diverse emerging topics: Networking for Multimedia, FTV Technology & Applications, QOE Management for 

Next Generation Multimedia Services, and Content Distribution over SDN and NFV Architectures. I 

encourage you to go back and check also the industrial column with special hot topics for each issue.  

We always welcome your feedback on how we can improve the operation of MMTC. Your active participation 

will strengthen the reach and impact of the technical committee.   

I wish you all a wonderful and successful 2016!  

 

 

 
 
Khaled El-Maleh 

North America Vice-Chair, IEEE ComSoc Multimedia Communications Technical Committee 
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EMERGING TOPICS: SPECIAL ISSUE ON MASSIVE-SCALE 3D MULTIMEDIA 

MANAGEMENT  

Guest Editor: Rongrong Ji 

Xiamen University, China,  rrji@xmu.edu.cn 

In this Special Issue, we bring to our readers a 

collection of four invited articles that address various 

aspects of massive-scale 3D multimedia management. 

Authors share their individual perspectives regarding 

the existing opportunities and challenges as well as 

ongoing research efforts in the related areas.  

The first article, “View-based 3D Object Retrieval: 

Challenges, State-of-the-Arts and Future” by Shaoyi 

Du, Jianru Xue, Nanning Zhen, aims to briefly review 

the state-of-the-art of view-based 3D object retrieval 

targeting the challenge tasks of view acquisition, view 

selection and multiple-view matching and then discuss 

the further works in this area. 

In the next article, entitled “Features Extraction and 

Distance Measurement for 3D Object Retrieval”, You 

Yang briefly discusses the feature extraction and 

distance measurement methods for 3D object retrieval 

and its recent progress. In particular, the current state-

of-the-art methods on view-oriented, model-oriented 

and view-model joint methods are described. The 

overall conclusion of the article is that new and 

effective feature extraction and distance measurements 

are urgently in need to improve the performance of 3D 

object retrieval, and these will attract more research 

attention in the next stage. 

The third article entitled “Rate Control Optimization in 

3D Video Coding: Challenges, State-of-the-Arts & 

Future” by Qiong Liu, briefly reviews rate control 

optimization in 3DVC and its recent progress. More 

specifically, the current state-of-the-art methods on 

view level bit allocation and frame level bit allocation 

are introduced and discussed in detail.  

Finally, Qifei Wang in the last paper entitled 

“Computational Models for Multiview Dense Dynamic 

Scene Depth Maps”, presents the recent advances in the 

field of dense depth computational models for dynamic 

scenes as well as the models cover the main processing 

chain in obtaining high quality dense depth maps. 

Moreover, the article discusses various homogeneous 

ambiguity models in depth sensing, resolution models 

in depth processing and consistency models in depth 

optimization.  

 

 

Our special thanks go to all authors for contributing 

their interesting research work to this Special Issue and 

sharing with us their individual perspectives. We 

would also like to acknowledge the gracious support 

from the MMTC E-Letter Board. 

  

 

Rongrong  Ji received the PhD 

degree in computer science from 

Harbin Institute of Technology, 

Harbin, China. He was a Postdoc 

research fellow with Columbia 

University, New York, NY, 

USA, from 2010 to 2013. He is 

currently a professor at the 

Department of Cognitive 

Science, School of Information 

Science and Engineering, Xiamen University. Before 

that, he had been a visiting student with Peking 

University in 2010 and a research intern with Microsoft 

Research Asia from 2007 to 2008. He is the author of 

over 50 tier-1 journals and conferences in IJCV, TIP, 

ICCV, CVPR, ACM Multimedia, IJCAI, and AAAI. 

His research interests include image and video search, 

content understanding, and mobile visual search and 

recognition, as well as interactive human–computer 

interface. Dr. Ji received the Best Paper Award at 

ACM Multimedia 2011 and Microsoft Fellowship 2007. 

He has been the guest editor of IEEE MultiMedia 

Magazine, Neurocomputing, Signal Processing, ACM 

Multimedia Systems, and Multimedia Tools and 

Applications ; special session chair of ICMR 2014, 

VCIP 2013, MMM 2013, and PCM 2012; program 

committee member of over 30 flagship international 

conferences including CVPR 2013, ICCV 2013, and 

ACM Multimedia 2014 to 2010; and reviewer for over 

20 IEEE/ACM Transactions such as TPAMI and 

TKDE.  
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View-based 3D Object Retrieval: Challenges, State-of-the-Arts and Future 

Shaoyi Du, Jianru Xue, Nanning Zheng 

Institute of Artificial Intelligent and Robotics, Xi’an Jiaotong University, Xi’an 710049, China 

{dushaoyi, jrxue, nnzheng}@mail.xjtu.edu.cn

1. Introduction 

The recent progress on computer technologies and 

graphic hardware has led to prosperous development of 

3D related applications, such as 3D TV/movie, 

computer aided design, telemedicine, geographic 

information system, 3D printing and 3D holographic 

projection. Associated with various 3D applications, 

3D objects have been increased dramatically in recent 

years, which make the requirement of 3D object 

retrieval technique urgent and important. 

3D object retrieval [1-4] has attracted much research 

attention these days. Generally, there are two types of 

3D object retrieval methods, i.e., model-oriented 

methods [5,6] and view-oriented methods [7-9]. For 

model-oriented methods, each 3D object is described 

by a virtual 3D model. For view-oriented method, each 

3D object is represented by a set of views. With the 

popularity of mobile cameras and depth cameras, such 

as iPhones and Kinect, it becomes easy to capture 

visual information of objects, which further prompts 

the advances in view-based 3D object retrieval. In 

nowadays, view-based 3D object retrieval has become 

an important research area and has wide range of 

applications. 

In view-based 3D object retrieval [10-13], each 3D 

object is represented by one or a group of views and 

the retrieval of 3D object is based on the comparison 

between these views. The advantage of view-based 

methods lies in two aspects. First, it does not require 

3D model information, which may be not available in 

many applications. Second, it has shown better 

representative performance in comparison with model-

based methods. 

Regarding view-based 3D object retrieval, there are 

several important technically challenging tasks, which 

are introduced as follows. 

(1) View acquisition. As the fundamental component 

of view-based 3D object retrieval, an adequate and 

compact view acquisition method is the first and key 

step. 

(2) View selection. Similar to other multimedia 

retrieval tasks, view selection can be regarded as a 

feature selection stage, and view representation is to 

extract the visual features for each view. Different from 

image retrieval which is based on one-to-one image 

matching, view-based 3D object retrieval is based on 

multiple views. Therefore, how to select representative 

views from a large pool of views has high influence on 

the final performance. 

(3) Multiple-view matching. Although there have been 

many successful image matching methods, it is hard to 

directly adopt them in view-based 3D object retrieval. 

It is important but challenging to compare two groups 

of views and estimate the relevance among 3D objects  

This article aims to briefly review the state-of-the-art 

of view-based 3D object retrieval targeting the above 

challenge tasks and then discuss the further works in 

this area. 

2. View Acquisition 

As the first and the fundamental step of view-based 3D 

object retrieval, how to capture multiple views has 

significant impact on the retrieval performance. An 

optimal group of views is with adequate information 

while compacts. Existing view acquisition methods can 

be divided into three categories, i.e., dense sampling 

[10,14], designed camera array [8,15,16] and generated 

view [11]. 

In dense sampling, a group of uniformly sampled 

directions are used to capture views of 3D objects. In 

this way, the captured information can be as complete 

as possible. It is noted that the drawback is also very 

obvious that there are too much redundant data. Ansary 

et al. [10] proposed to employ 320 densely sampled 

directions to capture views. Furuya and Ohbuchi [14] 

employed 42 cameras which were uniformly located on 

a surrounding sphere of 3D objects. These methods are 

quite useful as they can preserve adequate information 

of the 3D object, which can be used for not only 3D 

object retrieval but other tasks, such as 3D 

reconstruction. However, the limitation is that there is 

redundant information in these views. For these 

methods, generally another view selection is required, 

which will be discussed in the next section. 

In the methods with designed camera array, the views 

are captured from a set of predefined directions, which 

work as the view selection process. We noticed that 

different methods have different camera settings. A 

typical method is Lighting Field Descriptor (LFD) [8], 

in which 20 vertices of a regular dodecahedron are 

selected for view acquisition. The object is rotated ten 

times and ten groups of views are generated for 3D 
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object description. LFD as the first view-based method 

has shown excellent performance from different 

evaluations. Shih et al. [15] employed the six directions 

of the bounding box of 3D model to capture the 

altitude information, which is named elevation 

descriptor. This method can employ six views to 

describe the depth information of the 3D object, where 

a calibration step is required to select the main 

directions for the bounding box. In compact multiple 

view descriptor (CMVD) [16], 18 directions as the 

vertices of a 32-hedron are used to capture the multiple 

views of 3D objects. CMVD has been justified to be 

effective on the balance between informative and 

compact. The advantage of designed camera array 

methods is that it does not require another view 

selection step, while it also leads to the limitation that it 

may miss important or discriminative information of 

3D objects as there is no prior object information 

involved in the view acquisition procedure. 

For the generated view method, the views are 

generated using a photographic approach. In this way, 

the generated view can preserve the required 

information and remove redundancy effectively. 

Spatial structure circular descriptor (SSCD) [11] is a 

typical generated view method, which captures the 

surface distribution of 3D object in a circle image. The 

projection of the surrounding sphere information can 

guarantee that it preserves the spatial information of 

3D object. SSCD is a simple but effective method. 

SSCD is conformal and invariant to object rotation and 

scaling, which makes it robust for 3D object retrieval. 

Figure 1 provides some examples of SSCD.  

 

Figure 1. Examples of SSCD. 

3. View Selection 

View selection aims to select representative and 

discriminative views and reduce redundancy. Too 

many views not only bring in high computational cost 

but also introduce noise information. Existing view 

selection methods can be divided into two directions: 

unsupervised clustering methods [10] and interactive 

methods [7]. 

In unsupervised clustering methods, all the views in the 

pool are first clustered and then representative views 

are selected from each cluster. This scheme is able to 

select relatively complete information for 3D object 

representation. In adaptive view selection [10], 320 

initial views are clustered using X-Means method. 

Generally, the number of selected views ranges from 1 

to 40. The metric of this method lies in the fact that the 

number of selected representative views is adaptive to 

the complexity of the 3D object. If the 3D object is 

simple, the number of selected views will be less. If the 

object is complex, the number of selected views will be 

more. One limitation of this type of methods is that it 

does not focus on the discriminative information for 

3D object retrieval, as there is only standard view 

extraction approach for all kinds of objects. Figure 2 

provides a flowchart of using unsupervised clustering 

method in 3D object retrieval. 

 

Figure 2. A flowchart of using unsupervised clustering view 

selection method in 3D object retrieval. 

Different from unsupervised clustering method, Gao et 

al. [7] proposed an interactive and incremental view 

selection method, in which the representative views 

were incrementally selected with the help of user’s 

relevance feedback. In this method, a group of 

candidate views are first generated as the small view 

pool using unsupervised clustering method, and then 

each time one view is selected from the pool with 

user’s feedback. A new distance metric is then learned 

for the newly selected view. This is the first attempt to 

introduce interactive and incremental view selection 

method in view-based 3D object retrieval, which is 

very efficient as only one view is involved in each 

retrieval round. This interactive scheme also makes it 

possible to be applied in mobile object search. It also 

shows better performance than existing methods. The 

interactive scheme can guarantee the discrimination of 

the selected views with updated distance metric for the 

query object and the incremental way can make the 

method much more efficient. Figure 3 shows a 

flowchart of using the interactive and incremental view 

selection method in 3D object retrieval. 
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Figure 3. The flowchart of using the interactive and 

incremental view selection method in 3D object retrieval. 

4. Multiple-View Matching 

How to measure the distance between two 3D objects 

using multiple views is a hard task. It is different from 

traditional one-to-one image matching, which has been 

investigated for decades.  

In general, existing multiple-view matching methods 

can be divided into two categories, i.e., direct matching 

and learning-based methods. 

In direct matching, several traditional many-to-many 

matching schemes are employed in existing works. 

Typical methods include minimal distance, which 

selects the minimal distance between each pair of 

views from the two compared objects, mean distance, 

which measures the average distance between all pairs 

of views, sum-min distance [16], which calculates the 

summation of the minimal distance of each view in the 

query. Some other matching methods, such as bipartite 

graph matching and Hausdorff distance, have also been 

used in state-of-the-art methods. 

Learning-based methods can be further divided into 

two types, i.e., distance metric learning and relevance 

learning. In [13], Gao et al. proposed a Hausdorff 

distance learning method. In this method, Hausdorff 

distance is employed to measure the distance between 

two groups of views. As Hausdorff distance is on the 

object comparison level while the detailed distance 

calculation is on the view level, Gao et al. employed 

user relevance feedback results to update the view-

level distance metric and then achieve optimized 

Hausdorff distance measure. In this method, the 

difficulty on multiple-view distance metric learning is 

subtly solved by using a probabilistic training sample 

selection approach, which can update the object level 

Hausdorff distance from view level distance metric. 

This method is effective to measure the optimized 

distance between two groups of multiple views and has 

shown satisfied 3D object retrieval performance from 

experimental evaluations. This work also brings a new 

angle on the use of Hausdorff distance, which can be 

further applied in other applications with updated 

Hausdorff distance metric. 

The other type of learning methods is to learn object 

relevance. Gao et al. [9] proposed to employ 

hypergraph structure to formulate the relationship 

among 3D objects, in which each vertex denotes one 

object and hyperedges are generated based on view 

clustering. This work starts the relevance learning 

methods in view-based 3D object retrieval. It proposes 

to employ both the labeled data (training data or the 

query) and the unlabeled data (the dataset) to explore 

the underneath relationship among all 3D objects. In 

this work, the authors also proposed a joint learning 

algorithm which could update the relevance among 3D 

objects and the hypergraph structure simultaneously. 

This method is able to optimize the hypergraph 

structure according to the training data and is with wide 

applications in other applications, such as image 

retrieval, classification and recognition. This method 

has achieved the current best 3D object retrieval 

performance and become the state-of-the-art. 

Compared with existing object matching method, this 

work is groundbreaking and will lead to more focus on 

relevance learning methods in 3D object retrieval. 

5. Conclusion and Future Work 

In this article, we briefly reviewed view-based 3D 

object retrieval and its recent progresses. More 

specifically, we introduced the current state-of-the-art 

methods on view acquisition, view selection and 

matching. View-based 3D object retrieval is an 

emerging research topic and will attract more research 

attention in the next stage. 

To further improve the performance of view-based 3D 

object retrieval and apply it in real world applications, 

there are still many works to do. The first coming issue 

is big data. As the 3D objects are increasing rapidly, it 

not only provides more information but also introduces 

huge computational cost. How to cope with these big 

data to further extract the inner semantic of 3D objects 

is an urgent task. The other interesting work is related 

to multimodal data. In nowadays, the advanced 

cameras can provide RGB images/videos, depth images, 

and so on. These multimodalities bring in new 

opportunities to jointly explore the information behind 

3D objects. All the processing may be even conducted 

across media and platforms. 
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1. Introduction 

Recent years have witnessed the rapid development of 

3D applications, and the requirement for 3D object 

retrieval becomes a new paradigm to traditional 

multimedia retrieval. Feature extraction and distance 

measurement plays an important role in the retrieval 

task. In many fields such as machine learning, pattern 

recognition, or multimedia retrieval, feature 

extraction starts from an initial set of measured data 

and builds derived values (features) intended to be 

informative, non redundant, facilitating the subsequent 

learning and generalization steps, in some cases 

leading to better human interpretations. In many cases, 

feature extraction is related to dimensionality reduction. 

How to find a proper feature extraction method for this 

new multimedia is a crucial task for all related 

researchers. 

Regarding the feature extraction, there are two types of 

methods, i.e., low-level visual feature and high-level 

sentiment feature. For low-level visual features, they 

originally come from the processing functionality of 

human visual system. For example, these visual 

features include directional edge or texture, contrast 

color, relative motion, crossing points, etc [1]. The 

reason for so called “low-level” is because these 

features are equipped as the basic functionality for all 

human visual system. Regarding these low-level visual 

features, many feature extraction methods were 

proposed, such as Canny edge detector [2], saliency 

detection [3], SIFT extraction [4], and others. These 

methods are very convenient for computation, and they 

have acted a very important in the research of 

multimedia retrieval, especially for image retrieval 

systems. 

However, many low-level visual features failed to 

describe 3D object. The reason comes from the fact 

that the data representation for 3D object is totally 

different from the traditional multimedia, which is 

represented by pixels. Actually, 3D object can be 

represented by two types of data formats, where one is 

pixel as traditional, and the other is voxel. These three 

different formats result in their corresponding different 

types of retrieval methods, i.e., model-oriented 

methods [5,6], view-oriented methods [7] and view-

model joint methods [8]. Therefore, features should be 

extracted according to these formats.  

This article aims to briefly review the state-of-the-art 

of feature extraction methods for 3D object retrieval, 

and then discuss the future works in this area. 

2. Features for Model-Oriented Retrieval 

In 3D model retrieval and recognition, the key issue is 

to measure the distance between two 3D models. Many 

descriptors and distance measures have been proposed. 

Low-level features, such as geometric moments [9], 

surface distribution/geometry [10], and volumetric 

descriptors [11] can be employed for 3D model 

description. It should be noted that most of the existing 

low-level features are dependent on statistical methods. 

The major limitation of using such low level features is 

the difficulty in then determining global information 

about the 3D models. As for these model-oriented 

methods, the 3D object is represented by voxel, which 

denotes 3D space information with coordinate (x,y,z). 

Actually, there are many existing distance 

measurement methods to two 3D voxel sets, such as 

Euclidean distance. However, these measurements are 

mainly based on one-to-one matchings that cannot 

reveal the underlying relationships among the 3D 

models. To address these problems in 3D model 

retrieval and recognition tasks, Lu et al. propose a 3D 

model distance measure that uses disjoint information 

[11]. In this method, feature histograms are employed 

as the 3D model descriptor, and the disjoint 

information between two feature histograms is 

calculated to measure the distance between the two 3D 

models. To further enhance the distance measure, 3D 

moment invariants are employed as a second feature 

and the Euclidean distance between the moment 

features is combined with the disjoint information-

based distance. Moments are mathematical tools for 

measuring the spatial mass distribution of shapes. 3D 

moment is invariant to model translation and rotation. 

The original definition for 3D moment is given and 

discussed in [12]. Actually, 3D moment and the 

distance histogram are features for easy computation if 

we treated them separately. However, Lu et al 

combined them together as a joint feature for 3D object 

retrieval, and the performance gain can be up to more 

than 50%. The obtained gain suggests that proper 

features are important for effective 3D object retrieval. 

3. Features for View-Oriented Retrieval 

Recently, view-based 3D object retrieval has attracted 

http://en.wikipedia.org/wiki/Feature_(machine_learning)
http://en.wikipedia.org/wiki/Dimensionality_reduction
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extensive attentions. The main task in solving the view-

based problem includes view acquisition, view 

selection and view matching. As for view matching, 

although there have been many successful image 

matching methods, it is hard to directly adopt them in 

view-based 3D object retrieval. It is important but 

challenging to compare two groups of views and 

estimate the distance of relevance among 3D objects. 

Bipartite graph has been investigated in view based 

model retrieval. In this graph model, the two sets of 

views are formulated by a bipartite graph structure. To 

estimate the similarity between the two models, the 

pair-wise view distances are first calculated, and the 

optimal matching is conducted on the constructed 

bipartite graph. Evaluations have demonstrated the 

effectiveness of the bipartite graph-based method on 

3D model retrieval. Under this framework, one key 

issue is how to measure the pair-wise view distance for 

bi-partite graph matching. Towards an optimal distance 

measure, a bi-partite graph matching metric learning 

method was proposed in [13]. In this method, the pair-

wise model distance is measured by bipartite graph 

matching. The relationship among all models is 

formulated in a graph structure, which is constructed 

using the pair-wise model distances. The model 

relevance and the pair-wise model distance metric can 

be jointly learned in the graph based semi-supervised 

learning procedure. With the learned distance metric, 

the bipartite graph-based matching can be more 

effective on the estimation of the distance between two 

models.  

4. Features for View-Model Joint Retrieval 

It is noted that most of existing methods separate the 

model based methods and the view-based methods, and 

employ either model information or view feature for 

3D object retrieval. Actually, these two methods can be 

joined together although they are mutually independent. 

Lu et al proposed a view-model joint model to measure 

the 3D object relevance in their new work [14]. In the 

view part, representative views are firstly selected for 

each object, and then the view-level distances are 

calculated. Following the method of graph theory, an 

object hypergraph is constructed using the view star 

expansion. In the model part, the spatial structure 

circular descriptor is extracted and a simple graph is 

generated using the pair-wise object distances. In this 

way, the view information and the model data can be 

formulated in two graph structures. Learning on the 

two graphs is conducted to estimate the relevance 

among 3D objects, in which the graph weights can be 

also optimized.  

 

 

5. Conclusion and Future Work 

In this article, we briefly discuss the feature extraction 

and distance measurement methods for 3D object 

retrieval and its recent progresses. More specifically, 

we introduced the current state-of-the-art methods on 

view-oriented, model-oriented and view-model joint 

methods. New and effective feature extraction and 

distance measurements are urgently in need to improve 

the performance of 3D object retrieval, and these will 

attract more research attention in the next stage. 
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1. Introduction 

With the rapid developments on content generation and 

three dimensional (3D) display technology, 3D 

applications and services are recently very common in 

nearly every facets of people's daily life [1]. For 

example, people can go to 3D movies for immersive 

viewing experiences, play 3D video games for 

attractive scenarios. With the help of 3D display, 

doctors can accomplish diagnose and surgery. 

Compared to traditional single view video, 3D video 

contains higher dimensional visual information, which 

can improve the immersion experience of user such as 

depth perception. For a typical 3D video system, there 

are many optimization problems that need to be well 

addressed, including 2D-3D content generation, 3D 

video processing, 3D video coding (3DVC) and 

transmission, 3D reconstruction and 3D quality 

assessment. 

Currently, there are many types of video format to 

represent the 3D visual content [2]. According to the 

numbers of view, the 3D video formats can be 

classified as stereoscopic and multiview [3]. The 

stereoscopic video format contains only two views 

(left/right view) that support the basic depth perception. 

The multiview video format contains several views 

(more than two) where the free view selection function 

is supported. However, the cameras array used for 3D 

visual content capturing may be sparse, or the base line 

distance of the cameras arrays may be larger than the 

pupil distance. To overcome the problem, an 

alternative 3D video format is multiview video plus 

depth (MVD) based representation [4]. The MVD 

based 3D video format contains two or more captured 

views with associated texture videos and depth maps. 

Based on the MVD format, the virtual view can be 

synthesized [5] to support the multiview auto-

stereoscopic display environment or the interactive free 

view access function. On the other hand, the MVD 

format is back-compatible with the existing display 

environment. 

Compared to the traditional single view video, 3D 

video contains many views with associated depth 

information. Therefore, 3D video requires huge volume 

of bandwidth resources for storage and transmission. 

To compress large volume of 3D video data, numerous 

of 3DVC schemes [6] have been investigated by 

considering the application environment such as the 

transport option, 3D video format and display terminal. 

According to the interview encoding dependency 

relationship and the type of 3D video formats, existing 

3DVC schemes can be classified into three types. The 

first one is simulcast view coding using scalable video 

coding (SVC) scheme to produce scalable 3D video 

stream [2], where each view of 3D video is encoded 

independently. The second one is dependent coding, 

named as multiview video coding (MVC). The MVC 

has been standardized as an extension of H.264/AVC 

scheme [7]. Currently, the MVC is standardizing as an 

extension of high efficiency video coding (HEVC) [8]. 

The high compression performance of MVC is 

achieved by reducing the interview redundancies. The 

third one is named as MVD based 3DVC. The texture 

video and its associated depth map can be either 

simulcast or dependently compressed. For the latter 

two types of coding scheme, the view/temporal 

scalability are supported. Recently, some works have 

been done to support the spatial/quality scalability [9], 

which makes streaming the 3D video content more 

flexible. 

For 3D video content, the high compression 

performance and low computation complexity must be 

considered during the coding stage. Existing 3DVC 

methods try to reduce the temporal, spatial, inter-view 

and statistical redundancy based on information theory 

[10]. However, due to the large volume of 3D video 

data and limited resources (bandwidth, computation 

resources, etc.), higher compression efficiency 

algorithm is still desired. Meanwhile, the visual 

redundancy based on psychophysics should be 

exploited to further improve the coding efficiency of 

3DVC. 

Rate control (RC) optimization is one fundamental 

research direction for achieving high compression 

performance of 3DVC with constrained bandwidth. It 

aims to achieve a balance between visual quality, 

quality smoothness and buffer smoothness under the 

bandwidth constraint, which is indispensable for 3DVC 

with respect to stream storage and video streaming 

usage. A general RC scheme contains two basic 

components including the bit allocation and bit 

allocation achievement.  

For 3DVC, the bit allocation problems exist in 
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hierarchical coding units. For example, the bit 

allocation problem can be decomposed as view level, 

frame level, regional/macroblock (MB) level, which 

makes the RC optimization in 3DVC more complicated. 

The challenging tasks in RC optimization for 3DVC 

are introduced as follows. 

 (1) View level bit allocation. As the fundamental 

component of rate control scheme in 3DVC, an high 

performance view level bit allocation method is the 

first and key step. 

(2) Frame level bit allocation. Once the target bit rates 

for each view is determined, the task of frame level bit 

allocation module is to achieve the trade-off between 

coding performance and buffer smoothness. 

This article aims to briefly review the state-of-the-art 

of rate control Optimization in 3DVC targeting the 

above challenge tasks and then discuss the further 

works in this area. 

2. View level bit allocation  

View level bit allocation optimization is the 

fundamental research topic for MVD based 3DVC. In 

order to improve the coding performance of 3DVC, the 

task of view level bit allocation is to assign the target 

bit rates to the texture video and depth map of each 

view in an effective way. During the virtual view 

synthesis stage, each virtual view is rendered by two 

coded views with their associated color and depth 

videos as shown in Fig. 1. Therefore, the distortion of 

referenced color or depth video will affect the quality 

degradation of numbers of virtual view. 

 

Fig 1. Illustration of the rendering reference 

relationship of the virtual views and the coded views 

Compared to the traditional single view coding scheme, 

there are more views involved in 3DVC, and the rate-

distortion (R-D) characteristics of texture video and 

depth map are significantly different. Besides, the 

depth map is not used for viewing, thus the traditional 

objective function of bit allocation optimization is not 

suitable [11]. Currently, several research works has 

been proposed to solve the bit allocation problem. For 

example, the full research algorithm was proposed to 

obtain the global optimal solution for the whole 3D 

video system, but the computation complexity is too 

high to afford. Liu et al. [12] proposed a distortion 

model to measure the synthesized view and maximized 

the visual quality of synthesized virtual view. In Yuan's 

work [13], the optimization object is to maximize the 

quality of virtual view rendering by the compressed 

texture video and depth map. Since the inter-view bit 

allocation is considered little in previous works, Hu et 

al. [14] proposed an algorithm that considered the bit 

allocation among different view to maximize the sum 

of the quality of texture videos and virtual view videos. 

Recently, Yuan et al. [14] investigated the distortion 

model for virtual view and rate models for texture 

videos and depth maps based on interview rate 

distortion analysis. Then, the optimization problem is 

resolved by a coarse to fine strategy.  

Existing works mainly focus on improving the 

accuracy of R-D model and reducing the computation 

complexity. However, the smooth view quality are 

considered little during the bit allocation stage. To 

support heterogeneous application environments, the 

3D video stream can be decoded and used to synthesize 

virtual view. Therefore, to maximize the user’s quality 

of experience (QoE), an effective view level bit 

allocation strategy should be investigated to achieve 

the balance between the coding efficiency and smooth 

view quality. 

3. Frame level bit allocation 

 

Fig. 2. Example of dyadic HBP structure 

Frame level bit allocation is the basic optimization 

stage of RC optimization in 3DVC. Once the target bit 

rates for each view is determined, the task of frame 

level bit allocation module is to achieve the trade-off 

between coding performance and buffer smoothness. 

The hierarchical B-picture (HBP) structure has been 

adopted in H.264/AVC to support the temporal 

scalability for its high performance on coding 

efficiency and scalability. Fig. 2 depicts a typical 

dyadic HBP structure with GOP size of 8 (4 dyadic 

hierarchy stages). Each GOP includes a key frame 

(black in Fig. 2) and multiple frames temporally 

located between the key frames. The key frame is 

coded as I or P frame. The frames between the key 

frames are coded as B frames and referenced by frames 

located in higher temporal levels (TLs). Currently, it 

has been extended as the coding structure both in 
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temporal and inter-view in 3DVC in order to exploit 

the temporal and inter-view redundancies.  

Based on the reference dependency relationship, the 

frames of different TLs have different contributions to 

the entire video quality. The quality of frames in lower 

TLs will have more contributions to the entire video 

quality because the frames of lower TLs are explicitly 

and implicitly referenced by the frames in higher TLs 

within the same GOP. Therefore, the RC of HBP 

structure should focus on how to balance the bit 

allocation among frames in different TLs. In previous 

RC works, the bits are allocated according to the 

weighting factor where the lower TLs will have greater 

chance to obtain more bits to minimize the average 

distortion. However, these optimization methods will 

be unfair to the frames in the higher TL that obtain few 

bits due to inaccurate weighting factor. 

For all the frames within the same GOP of HBP 

structure, they want to compete for more bits to 

maximize its own performance. At the same time, they 

must work cooperatively to optimize the entire visual 

quality. Therefore, the bit allocation problem becomes 

a multi-objective optimization problem. On the other 

hand, the frames in different TLs have different rates 

and distortion characteristics, and the complexity of 

dependency relationship grows as the number of TLs 

increases. Assume each frame located in the same GOP 

to be a rational user, then the bit allocation problem is 

also a multi-user optimization problem similar to a 

bargaining problem.  

Based on the assumptions above, Wang et al. [16] 

firstly model the bit allocation problem among frames 

that belong to different temporal layers as a bargaining 

game. The dependency relationship between different 

temporal layers and linear R-D model are employed to 

define the utility function in the bargaining game. 

Finally, the bandwidth is allocated for the frames based 

on the Nash bargaining solution (NBS). 

Existing frame level rate controller tried to maximize 

the R-D performance of depth video by measure the 

distortion of depth video. However, the depth video is 

for virtual view image rendering. The optimizing 

criteria for depth video should be replaced by the 

virtual view image quality. On the other hand, for the 

frames belonging to the same view of depth video, the 

contributions of the frame on the virtual view quality 

may be different. To handle these problems, Wang et al. 

[17] proposed a view synthesis distortion model to 

indicate the importance of each frame in the depth 

video. Then, the proposed view synthesis distortion 

model is incorporated in the bargain game theoretic 

model in [16] to achieve a balance between virtual 

view image quality and buffer constraint. 

In [15], all the players (frames) in the bit allocation 

bargaining game are with equal bargaining power. This  

methods could improve the R-D performance of bit 

allocation. However, fairness problem has not been 

fully addressed especially when the coding complexity 

of players are entirely different. On the other hand, to 

exploit the coding redundancy, the buffer constraints 

are not concerned in the bargaining process. To further 

improve the performance of RC optimization, Wang et 

al. [17] modeled the buffer constraints as lower and 

upper bound in the optimization problem. Since 

generalized NBS, a variant of NBS, can improve the 

fairness by assigning players with different bargaining 

powers. Therefore, Wang et al. [17] employed the 

generalized NBS with adaptively determined bargain-

ing powers to obtain a closed-form solution in the 

frame level RC optimization problem. 

5. Conclusion and Future Work 

In this article, we briefly reviewed rate control 

optimization in 3DVC and its recent progresses. More 

specifically, we introduced the current state-of-the-art 

methods on view level bit allocation and frame level bit 

allocation.  

To further improve the performance of rate control 

optimization in 3DVC and apply it in real world 

applications, there are still many works to do. The first 

coming issue is the MB/regional level bit allocation for 

depth map are worthy further investigation. Second, the 

model of dependency relationship in coding structure is 

still limited. Solving these problems may help for 

improving the RC performance. For the 3DVC 

schemes based on the newest video coding standard 

HEVC, the requirements of RC optimization are 

different. How tos olve the RC optimization for further 

3DVC schemes is a promising direction. 
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1. Introduction 

With recent rapid advances in three-dimensional (3D) 

vision in both academia and industry, dense depth 

computation, especially the multiview depth for 

complex dynamic scene has become a new paradigm to 

the field of traditional computer vision. Actually, the 

obtained dense multiview depth maps are the 

prerequisite for many challenging problems, such as 

dynamic scene modeling and reconstruction, 3D object 

recognition and tracking, motion capture, etc [1].  

 

In order to solve those challenges, some problems 

should be treated properly. 

 

(1) Low temporal and interview stability: Robust 

performance for vision-based researches and 

applications highly depends on the stability of 

multiview depth maps in temporal, spatial, and 

interview domains. However, this basic requirement 

often fails to be satisfied due to many reasons, where 

one of them is homogeneous ambiguity. These 

ambiguities are caused by homogeneous frequency 

among multiple time-of-flight (TOF) sensors or 

homogeneous structural light pattern among multiple 

RGB-D sensors, and these are treated as homogeneous 

ambiguity.  

 

(2) Resolution mismatch: Depth maps record the 3D 

coordinates corresponding to those visible pixels in 

color image. However, since the spatial resolutions of 

depth sensors are usually lower than that of the CCD 

sensors, the mismatch between the pixels in depth 

maps and pixels in texture images may cause some 

errors in the processing steps using both texture images 

and depth maps. On the other hand, the temporal 

resolution mismatch between depth and CCD sensors is 

also serious problem in many 3D applications. 

 

(3) Low precision: With high-precision depth 

information, the performance of some traditional vision 

problems with only texture images can be significantly 

improved. However, capability limitation of depth 

sensor such as the noise level, limitations in dynamic 

cases for phase-based structure light system and others 

bring difficulties to obtain an accurate dense depth map.  

 

In this paper, we present the recent progresses in the 

field of dense depth computational models for dynamic 

scenes, especially the above criterions and difficulties.  

2. Stability models 

The recent progresses on depth sensing, such as RGB-

D and TOF sensors, have spurred developments of 

dynamic 3D scene modeling, markerless motion 

capture and 3D object motion tracking. However, 

multiple units with overlapping views cause prominent 

ambiguities, resulting in holes, noises, and interference 

in the computed depth maps. Examples of 

homogeneous ambiguities are given in Fig. 1 (a) and (b) 

which correspond to multiple TOF and RGB-D sensors, 

respectively. As can be found, the artifacts due to 

homogeneous ambiguity are not predictable in the 

captured depth maps when comparing to the results of 

single depth sensor. 

 

(a) Temporal interference in multiple TOF sensor systems. 

Part (A) is captured by dual TOF sensors, and (B) is by single. 

 

(b) Spatial interference in multiple RGB-D sensor system. 

Part (A) is captured by single RGB-D camera, and (B) is by 

dual camera system [3]. 

Fig.1 Homogeneous ambiguities in multiple depth sensors. 
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It is a challenging problem to model the homogeneous 

ambiguity between these multiple depth sensors, 

because the homogeneous frequencies or the structural 

light pattern modules are coupled tightly. Decoupling 

models were proposed in spatial or temporal manners. 

In [2], a spatial decoupling method was proposed via 

hierarchical de Bruijn binary modules. The method 

includes encoding and decoding stages, where 

hierarchical modules are set for encoding. Fig. 2 shows 

an example for two coupled modules. Fig. 2(a) 

provides the binary codes for these two modules, and 

they are the lowest level in the hierarchical modules. 

After that, these binary codes are organized by rows 

and columns satisfying de Bruijn rules, and therefore 

the hierarchical modules are given in Fig. 2(b).  

 
Fig.2. Binary codes and the hierarchical modules for spatial 

decoupling in multiple RGB-D depth sensing. 

 

The proposed model in [2] is able to decouple the 

homogeneous ambiguity of multiple RGB-D sensors 

without degradation on depth map resolutions, and it 

brings great conveniences to 3D applications. Other 

than this model, other methods were proposed in 

temporal manners for multiple RGB-D sensors. For 

example, cycle motion with different phrase was 

utilized to different RGB-D cameras, and each camera 

can capture sharp structural light pattern of its own 

while coupled patterns from other RGB-D cameras are 

blurred due to the induced relative motion [3]. Post-

processing on blurred pixel separation is needed for 

this method. Besides that, a time-multiplex system was 

designed by a steerable hardware-shutter to simulate 

different cycles for corresponding RGB-D cameras [4]. 

In this case, depth maps from different RGB-D 

cameras are in different time-slot, further temporal 

calibration is needed for temporal resolution up-

conversion.  

 

As for TOF sensors, so far, coprime frequencies are 

utilized in different sensors to avoid homogeneous 

ambiguities. Actually, the number of available 

frequency bands is up to 3 in many TOF cameras, and 

thus brings restrictions to multiview dense depth map 

capturing.  
 

3. Resolution models 

High spatial resolution of depth map is usually a result 

of stereo matching methods on high spatial resolution 

color image pairs rather than depth sensing. On the 

other hand, the temporal resolution depends on the 

sensing rate of depth sensors. For example, RGB-D 

camera can work with video rate (e.g. 30 fps) and 

640480 resolution, while TOF camera can work with 

up to 60 fps but only 176144 pixels. These capacities 

are far away from many practical usages. 

 
(a) The cross-view depth up-sampling procedure. 

 
(b) The iterative filter for Upscale in (a). 

Fig.3. Diagram of the cross-view depth up-sampling 

procedure for multiview depth. 

 

Iterative filter was proposed in [5] to up-sample the 

multiview depth maps simultaneously. This filter is 

originally proposed for multiview depth video coding 

to improve the rate-distortion performance. At the 

encoder side, multiview depth maps are down-sampled 

by odd-even interlaced extraction pattern. Then, the 

depth maps can be up-sampled via cross-view 

reference. The reference relationship is described in 

Fig. 3, and the iterative filter is modeled as  
( ) (0) ( )

( ) (0) ( 1)

n n

k m k l

n n

l m l k

 



 

  


 

Z A X B Y
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where n is the number of iteration. X , Y  and Z  are 

pixel sets in Fig. 3(b). A , B  and C  are coefficient 

matrix obtained through some selected up-sampling 

filters. The iterative filter is convergent and a unique 

result will be obtained. 
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Other than the iterative filters, some depth map super-

resolution filters were proposed in two manners, which 

referring to or without referring to the corresponding 

view color image. As for color image assisted super-

resolution, for example, filter parameters can be 

learned from corresponding the color image references 

[6-8]. The sharp edges in depth up-sampling can also 

be reserved by aligning to the corresponding color 

image [9]. On the other hand, filter parameters can be 

fetched directly from low resolution depth maps 

[10,11], or use joint bilateral union (JBU) filter simply 

and directly [12].  

 

As for temporal resolution up-sampling, depth 

propagation is an effective approach. In this method, it 

is assumed that the variation for a given dynamic scene 

is identical for both the depth and color information of 

one viewpoint. Motion vector is widely utilized to 

describe the motion in dynamic scene, and propagation 

can be realized by this vector. The main problem for 

depth propagation is that it is very challenging to 

obtain accurate vectors for the occlusive or low textural 

regions. In order to solve the problem of motion vector 

accuracy, a rectification method was proposed in [13] 

by learning the surrounding features in color image. 

The decision in rectification is settled by a Heaviside 

step function 

11 1
lim tan ( )

2k
y kx







 
  

 
 

where ( , )x   . The rectification on motion 

vector improves the propagation performance 

significantly. In [13], the experimental results showed 

that the temporal resolution can be eight times or even 

higher than the sensing rate in the proposed method. 

 
Fig.4. Graph models for energy minimization. Part (a) is the 

traditional model with one label set, and (b) is the multiple 

label set graph model. 

 

 

Recently, it was found that the up-conversion of 

temporal resolution for multiview depth computation is 

an energy minimization problem [14], and the 

traditional computational models can be utilized for 

this purpose. In [14], the computation of depth value is 

a selection from multiple candidate sets, and each of 

the elements of this set comes from different temporal 

and inter-view references. The element is selected by 

the motion vector. These candidates are with the same 

value range but different temporal or inter-view 

properties, i.e., different label set. Therefore, the best 

selection of depth value is an energy minimization of 

multiple label sets E(L) rather than single label set in 

traditional model, and the model is as below 
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where Li is the label sets, lx and ly are different labels. 

The subsequent computation is candidate selection via 

multi-set graph model, which is given by Fig. 4. 

 

4. Precision models 

Although depth sensors provide invaluable information 

for many 3D researches, their imaging capabilities are 

very limited in terms of noise level. The problem of 

consistency among depth maps in temporal, spatial and 

inter-view domains is still a challenge in depth map 

optimization.  

 

The processing on depth map satisfies the criterion of 

Markov random field, and the problem of consistency 

can be modeled in stochastic field. In [15], the 

inconsistencies was optimized by a risk function 

(1,..., )
1,...,
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where (.)  is possible depth value, and R(.) is the risk 

for selecting (.) . Then, R(.) can be obtained through 

Bayesian modeling as  
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where fi is a condition, and ( | )ip f   and ( )ip f  is 

conditional and prior probability, respectively. Then 

consequently, ( )ip f  can be learned through the initial 

depth maps, and the optimization model can be refined 

iteratively. The model has shown satisfied performance 

of multiview dense depth map optimization on 

temporal, spatial and inter-view consistency. 
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Other than the above models, traditional energy 

minimization model can also be utilized via proper 

defined smooth term in the model. For example, the 

gradient in both spatial and temporal domains are 

measured for corresponding domains consistency 

optimization.  

 

The system capability of depth sensing can be 

improved significantly with the help of all above 

computation models. A hybrid camera system was built 

up in [16], and the obtained dense depth maps for 

dynamic scene are selected by MPEG as standard test 

sequences. 

 

5. Conclusion 

In this paper we present recent progresses in depth 

computational models for dynamic scene, and the 

models cover the main processing chain in obtaining 

high quality dense depth maps. We discuss 

homogeneous ambiguity models in depth sensing, 

resolution models in depth processing, and consistency 

models in depth optimization. Although there is still a 

long way for high quality depth sensing, the mentioned 

models set up a new starting point to make further 

progresses. 
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SPECIAL ISSUE ON INTERNET OF THINGS AND CYBER PHYSICAL 

SYSTEMS IN SMART FACTORIES 
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“Smart Factories” refers to a new paradigm in the 

industrial world that fits in the idea on relying on New 

Communication and Information Technologies (NTIC) 

all along the value chain. This entire trend is also 

known as Industry 4.0. Industry 4.0" refers to the 

fourth industrial revolution. The first one was the 

mechanization of production using water and steam 

power, the second introduced mas production with 

electric power. The 4th revolution is the digital 

revolution that uses electronics and IT.      
 

Internet of Things (IoT) and Cyber Physical Systems 

(CPS) are made of new small and ubiquitous device 

and have the power to augment our surrounding world 

by giving identifier and communication means to our 

objects and environment. Thanks to the use of sensors, 

RFID tags, actuators and robots, we are now able to 

interact with object and give them life. Smart Factories 

will take benefit of it to make our factories more 

productive, more sustainable, more secured, safer, 

more performing and less energy-consuming. In this 

new trend, workers’ task will become easier, less 

tiresome, faster, risks will be better apprehended, 

maintenance and traceability will be improved and 

factories will be more innovative and more agile. 
 

This special issue of E-Letter focuses on the recent 

trend and possible applications and benefits that bring 

the use of IoT and CPS in Smart Factories. We are very 

enthusiast to present you this special issue in which 

four leading research groups, from both academia and 

industry laboratories, report their solutions for meeting 

these challenges and share their latest results. 
 

In the first article titled, “Internet of Things for Smart 

Factories”, Cohin and Sondi propose an overview of 

the different applications for smart factories that could 

be leveraged by the use of IoT.  
 

Farris, Iera, Molinaro and Pizzi from University 

Mediterranea de Reggio Calabria, Italy, contribute to 

the second article entitled “A novel IPv6-based 

approach to exploit the potentials of UHF RFID for 

Smart Factory 4.0”. In this article, they present an 

innovative and breakthrough approach that allows an 

effective integration of RFID into IoT, fostering the 

new potentialities of RFID technologies.  

 

The third article of this special issue focus in other key 

challenges in smart factories: smart grids and critical 

infrastructure monitoring. In this article, Alanbag, Erol-

Kantarci and Mouftah show how the use of IoT and 

CPS and in particular wireless sensors and actuators 

can help in an accurate supervision and monitoring of 

Smart Grids with a high Quality of Service. 
 

The last article is proposed by the FIT IoT LAB team 

(composed of members from Inria and University of 

Strasbourg) and presents an outstanding tool to 

experiment on real IoT devices (wireless sensors and 

robots) any future algorithm including for Smart 

Factory applications. The FIT IoT LAB platform is an 

open experimental testbed. The article details its 

components and gives some examples of what could be 

experimented and how on this platform.  
 

While this special issue is far from delivering a 

complete coverage on this exciting research area, we 

hope that these letters give the audiences a taste of the 

main activities in this area, and provide them an 

opportunity to explore and collaborate in the related 

fields. Finally, we would like to thank all the authors 

for their great contribution and the E-Letter Board for 

making this special issue possible. 
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1. Introduction 

This paper proposes an overview on Internet of things 

(IOT) and Cyber Physical Systems for smart factory 

applications. It discusses the factories needs, the 

deployment challenges and the advantages of the smart 

factory concept. 
 

Cyber Physical Systems (CPSs) are the systematic 

combination of physical processes with information 

and communication technology (ICT). They constitute 

the next generation of networked embedded systems 

that explicitly integrate the physical parts during their 

design and operations. Applied to the energy system, 

CPS provide new interesting possibilities such as more 

sophisticated controls, interworking of different types 

of energy [1], cooperative loads [2], smart factories [3], 

dynamic interaction of markets and infrastructure [4], 

smart integration of renewable energy sources [5], both 

automated [6] and grid-friendly buildings [7], real-time 

monitoring of the systems through sensor networks and 

analytics [8], multi-agent systems[9], usage of smart 

storage [10], new solutions to information technology 

(IT) security challenges [11], and many other aspects 

of what is generally identified as smart grids [12]. 
 

The Internet of Things (IoT) is the network of physical 

objects that contain embedded technology to sense and 

communicate, to interact with their internal states or 

the external environment. IoT is at the confluence of 

efficient wireless protocols, improved sensors, cheaper 

processors and a bevy of start-ups and established 

companies developing the necessary management and 

application software, thus making this concept of the 

Internet of Things mainstream. According to industry 

analyst firm IDC (International Data Corporation), the 

installed base for the Internet of Things will grow to 

approximately 212 billion devices by 2020, which 

includes 30 billion connected devices. IDC sees this 

growth driven largely by intelligent systems that will 

be installed and collecting data across both consumer 

and enterprise applications [1], [2]. 
 

The industrial plant environment is changing rapidly 

due to the impact of the market and new autonomously 

operating information technologies such as on-site 

information and communication services, the Internet 

of Things (IoT), smart sensors and intelligent 

automation devices as well as progress in conventional 

machines and technologies.  

In the factory of the future vast amounts of data are 

linked to each machine and part for their entire lifetime, 

which stems from: 

 Machine identification  via RFID 

 existing factory automation systems 

 wireless sensor networks (WSN) 

 other enterprise systems via on-site data links  

Flexible on-site, ad-hoc data collection based on IoT 

and distributed sensors, done by the individual service 

worker, gives access to both context and equipment 

specific details. This proves helpful for diagnostics by 

increasing the information amount and therefore 

supporting better service decisions. 
 

 

 
Figure 1: Internet-connected devices and the future evolution 

(Source: CISCO, 2011) 

 

In manufacturing, the potential for cyber-physical 

systems to improve productivity in the production 

process and the supply chain is vast: consider processes 

that govern themselves, where smart products can take 

corrective actions to avoid damage. 

 

2. The needs of factories and challenges 

Increasingly, customers and the market expect more 

from manufacturers and the factories that are the 

center of their delivery model: more connection, 

more adaptability, and more responsiveness. 

Today’s factories must enable the manufacturer to 

deliver in a world where radically shortening 

production cycles, high degree of product variation 

and personalization are fast becoming prerequisites. 

Customers want more models and variants, specific 

to their individual usage profile and requirements, 

now. They have zero tolerance for quality issues and 

will immediately go to the competition if these 

issues are encountered. 
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Factories must increasingly become more customer-

centric, delivering products that do more and meet 

better individual needs, while driving new user 

experiences. Production environments must be 

balanced to support a production model that delivers 

intelligent and appropriate customization on basic 

uniform product design: this is the key to driving the 

‘mass customization’ reality. This requires accelerated 

time-to-market through execution accuracy and agility, 

more efficient and accurate processes and supply, to 

ensure quality levels and speed up delivery. Through 

new levels of communication at every level across 

the factory and the manufacturing value chain, 

manufacturers will be able to collaborate better and 

more effectively; they will also be able to respond to 

competitive pressures, shortening product lifecycles, 

and rising demand for product and service 

personalization. 
 

A relation between smart factories and customers in 

industry 4.0 that is enabled by IoT technology is shown 

in Fig. 2. The smart factories provide the customers 

with smart products and services which will be 

connected to the internet. Then, the smart factories will 

collect and analyze data coming from the smart 

products and related smart applications. This analysis 

will enable the factories to better define customers’ 

behaviors and needs, and to provide them with new and 

more sustainable products and services. In addition to 

that, IoT technology enables the customers to be 

involved in production design process. 

 

 
 

Fig. 2: Interaction between smart factories and consumers in 

industry 4.0 

 

3. Smart Factory and Smart Manufacturing 

The role of the Internet of Things is becoming more 

prominent in enabling access to devices and machines, 

which in manufacturing systems were hidden in well-

designed silos. This evolution will allow the IT to 

penetrate further the digitized manufacturing systems. 

The IoT will connect the factory to a whole new range 

of applications, which run around the production. This 

could range from connecting the factory to the smart 

grid, sharing the production facility as a service or 

allowing more agility and flexibility within the 

production systems themselves. In this sense, the 

production system could be considered one of the 

many components of the Internet of Things, where a 

new ecosystem for smarter and more efficient 

production could be defined. 

The first evolutionary step towards a shared smart 

factory could be demonstrated by enabling access to 

today’s external stakeholders in order to interact with 

an IoT-enabled manufacturing system. These 

stakeholders could include the suppliers of the 

productions tools (e.g. machines, robots), as well as the 

production logistics (e.g. material flow, supply chain 

management), and maintenance and re-tooling actors.  
 

An IoT-based architecture that challenges the 

hierarchical and closed factory automation pyramid, by 

allowing the above-mentioned stakeholders to run their 

services in multiple tier flat production system is 

proposed in [7]. This means that the services and 

applications of tomorrow do not need to be defined in 

an intertwined and strictly linked manner to the 

physical system, but rather run as services in a shared 

physical world. The room for innovation in the 

application space could be increased in the same 

degree of magnitude as this has been the case for 

embedded applications (or Apps), which have exploded 

since the arrival of smart phones (i.e. the provision of a 

clear and well standardized interface to the embedded 

hardware of a mobile phone to be accessed by all types 

of Apps). 

Enterprises are making use of the huge amount of data 

available, business analytics, cloud services, enterprise 

mobility and many others to improve the way 

businesses are being conducted. These technologies 

include big data and business analytics software, cloud 

services, embedded technology, sensor networks, 

sensing technology, RFID, GPS, M2M, mobility, 

security and ID recognition technologies, wireless 

networks and standardization. 

One key enabler to this ICT-driven smart and agile 

manufacturing lies in the way we manage and access 

the physical world, where the sensors, actuators, and 

also the production unit should be accessed, and 

managed in the same or at least similar IoT standard 

interfaces and technologies. These devices are then 

providing their services in a well-structured manner, 

and can be managed and orchestrated for a multitude of 

applications running in parallel. The convergence of 

microelectronics and micromechanical parts within a 

sensing device, the ubiquity of communications, the 

rise of micro-robotics, the customization made possible 

by software will significantly change the world of 

manufacturing. In addition, broader pervasiveness of 

telecommunications in many environments is one of 

the reasons why these environments take the shape of 

ecosystems. 
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Some of the main challenges associated with the 

implementation of cyber-physical system include 

affordability, network integration, and the 

interoperability of engineering systems. Most 

companies have a difficult time justifying risky, 

expensive, and uncertain investments for smart 

manufacturing across the company and factory level. 

Changes to the structure, organization and culture of 

manufacturing occur slowly, which hinders technology 

integration. Pre-digital age control systems are 

infrequently replaced because they are still serviceable. 

Retrofitting these existing plants with cyber-physical 

systems is difficult and expensive. The lack of a 

standard industry approach to production management 

results in customized software or use of a manual 

approach. There is also a need for a unifying theory of 

non-homogeneous control and communication systems 

[4]. 

 

4. The benefits of Smart Application processes 

Smart Process Applications can have several benefits 

for manufacturers that implement them in their 

production processes [10]: 

 Smart Process Applications provide accurate, 

transparent data on plant processes, for instance on 

energy usage. This can create an awareness effect 

which has staff turn into hunters for energy-saving 

opportunities, saving energy and costs; 

 Smart Process Applications collect, process and 

consolidate information and analyses, simplifying 

records and reporting processes and integrating all 

manufacturing processes in one validated 

documentation system; 

 Smart Process Applications help optimizing the use 

of machinery and logistics, thereby increasing 

through put and reducing costs. 

Within an industrial environment that faces strategic 

and operational challenges that may stem from energy 

security and pricing, or from environmental concerns 

related to formal regulations as well as public relations, 

and that moves forward with the introduction of smart 

manufacturing systems including robotics, Smart 

process Applications offer plant managers the tools 

needed to optimize their production process, to perform 

high-speed testing of advanced manufacturing designs,  

to optimize all logistics, and to record and store 

massive amounts of data. 

 

5. Conclusion 

In this paper, we have proposed an overview of IoT,   

smart factories (Industry 4.0), and the benefits of smart 

applications in such factories. IoT will also facilitate 

new business models based on the real-time data 

acquired by billions of sensor nodes. This will push for 

development of advances sensor, nanoelectronics, 

computing, networking and cloud technologies and will 

lead to value creation in utilities, energy, smart 

building technology, transportation and agriculture. 

The smart factories that are already beginning to 

appear employ a completely new approach to 

production. Smart products are uniquely identifiable, 

may be located at all times and know their own history, 

current status and alternative routes to achieving their 

target state. The embedded manufacturing systems are 

vertically networked with business processes within 

factories and enterprises, and horizontally connected to 

dispersed value networks that can be managed in real 

time – from the moment an order is placed right 

through to outbound logistics. This increasingly 

interconnected, autonomous and adaptable smart 

factory can then take the next step to become the truly 

intelligent, connected next generation factory that all 

thriving manufacturers will rely upon, and drive 

competitive advantage through, in the near future[10]. 

But a number of challenges still remain. the Internet of 

Things and cyber-physical systems, companies will 

still be constrained by their production strategies and 

costs. 

 

References 

[1] Raymond James & Associates, “The Internet of Things -

A Study in Hype, Reality, Disruption, and Growth”, 

January 2014. 

[2] IDC, “Worldwide Internet of Things 2013–2020 Forecast: 

Billions of Things, Trillions of Dollars,” Doc #: 243661, 

October 2013. 

[3] METIS, Mobile and wireless communications Enablers 

for the Twenty twenty(2020) Information Society, online 

at https://www.metis2020.com/ 

[4] EU 2012. The ARTEMIS Embedded Computing Systems 

Initiative, October 2012 online at http://www.artemis-

ju.eu/ 

[5] NFC Forum, online at http://nfc-forum.org 

[6] METIS, Mobile and wireless communications Enablers 

for the Twenty twenty(2020) information Society, online 

at https://www.metis2020.com/ 

[7] IoT@Work, EU FP7 project, online at https://www.iot-at-

work.eu/ 

[8] Wemme,“NFC:Global Promise & Progress”, NFC Forum. 

[9] H. Kagermann, W. Wahlster, and J. Helbig, 

“Recommendations for implementing the strategic 

initiative INDUSTRIE 4.0,” 2013. 

[10] Bosch.”http://www.boschsi.com/solutions/manufacturin

g/industry-4-0/industry-4-0.html. 

[11] Shellshear, E.; Berlin, R.; Carlson, J.S “ Maximizing 

Smart Factory Systems by Incrementally Updating Point 

Clouds” IEEE Computer Graphics and Applications, 

Year: 2015, Volume: 35, Pages: 62 - 69, 2015.   

https://www.metis2020.com/
http://www.artemis-ju.eu/
http://www.artemis-ju.eu/
http://nfc-forum.org/
https://www.metis2020/
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Shellshear%2C%20E..QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Berlin%2C%20R..QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Carlson%2C%20J.S..QT.&newsearch=true
http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=7064671&queryText=smart+factory&refinements%5B%5D=4291944246&searchField=Search_All
http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=7064671&queryText=smart+factory&refinements%5B%5D=4291944246&searchField=Search_All
http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=7064671&queryText=smart+factory&refinements%5B%5D=4291944246&searchField=Search_All


IEEE COMSOC MMTC E-Letter 

http://www.comsoc.org/~mmc 24/39       Vol.10, No.5, September 2015 
 

A novel IPv6-based approach to exploit the potentials of UHF RFID for Smart Factory 4.0 

I. Farris, A. Iera, A. Molinaro and S. Pizzi 

DIIES, University “Mediterranea” of Reggio Calabria 

[name.surname]@unirc.it

1. Introduction 

The benefits of the Internet of Things (IoT) have been 

fostering the so-called Industry 4.0, where Smart 

Factories’ efficiency is enhanced through the 

potentialities offered by Radio Frequency Identification 

(RFID) tags, sensors, and actuators [1]. In particular, 

advanced supply chain management is of utmost 

importance to increase production and to guarantee 

tracing and monitoring of product quality [2]. To this 

aim, great attention has been focused on the EPCglobal 

platform [3], which provides goods information based 

on the tracking of RFID tag-equipped products in a 

worldwide integrated architecture. However, the 

advancements of Ultra High Frequency (UHF) RFID 

tags [4] in terms of computation, sensing, and actuation 

capabilities introduce new opportunities, such as 

enabling real-time direct communications. For instance, 

in a cold chain, remote systems should be able to query 

on-the-fly smart tags with embedded temperature 

sensors to assess the quality of the associated goods. To 

effectively integrate RFID into IoT, standardized 

networking interfaces are needed to access RFID 

resources similarly to those of any other IoT device. A 

systematic research activity has been conducted by 

Working Groups (WGs) in the Internet Engineering 

Task Force (IETF) to define a lightweight IPv6 protocol 

stack for resource-constrained devices. 6LoWPAN [5], 

and recently 6lo [6], have addressed the design of 

suitable adaptation layers to enable IPv6 communication 

over a wide range of short-range wireless technologies, 

such as IEEE 802.15.4, Bluetooth Low Energy, and 

NFC. Besides, the CoRE [7] WG has defined 

Constrained Application Protocol (CoAP), a RESTful 

Web transfer protocol for constrained nodes and low-

power lossy networks.  

In [8], we proposed a CoAP-oriented solution for RFID 

inclusion in the IoT, where RFID tags are directly 

accessible via a reader that acts as a CoAP proxy. 

Although this solution is compliant with legacy RFID 

devices, it presents little flexibility and scalability due 

to vendor lock-in of functionalities to access tags’ 

resources, and requires update of the reader’s firmware 

when tags are equipped with new resources. 

In order to overcome these limitations, in this paper we 

propose a complementary approach, which leverages 

the increased computing capabilities of novel smart 

RFID tags. We introduce an IPv6 adaptation layer to 

promote standardized real-time communication for 

long-range passive UHF RFID tags into the IoT. The 

proposed architecture maintains complete 

interoperability with the legacy EPCglobal UHF Gen-2 

RFID air interface protocol [3] and overcomes the 

following relevant limitations: (i) absence of unicast 

transmissions, (ii) centralized management of the 

message flow by the RFID reader, (iii) lack of a 

network addressing strategy to enable routing 

functionalities, and (iv) limited tag memory and frame 

size of the standardized RFID commands. In particular, 

we leverage the paradigm of exploiting the tag’s User 

Memory (UM) as a “virtual” communication channel, 

firstly introduced in [9], so to enable exchange of 

messages generated by (or directed to) smart tags. Our 

memory-based approach is not only feasible for and 

convenient to Wireless Identification Sensing 

Platforms (WISPs) [4], whose microcontroller (MCU) 

handles both RFID protocols and sensor measurements, 

but also to sensor tag platforms wherein the MCU 

relies on an embedded UHF RFID chip featuring the 

I
2
C or Serial Peripheral Interface (SPI) to transfer data 

by tag memory [10]. 

To sum up, the envisaged approach represents a major 

breakthrough towards IoT smart RFID tags, which will 

be able to interact with neighbor devices and remote 

IoT cloud platforms through standardized interfaces. 

This way, we overcome the idea of RFID applications 

as stand-alone solutions and foster the new 

potentialities of RFID technologies in manifold 

contexts, such as Smart Factories, where 

interoperability and flexibility are key factors to build 

highly integrated IoT systems.  

2. An IPv6 Adaptation Layer for RFID  

 
Figure 1 6lo-RFID Stack 

 

Figure 1 shows the enhanced protocol stack for RFID 

systems to support IPv6 over Gen-2 protocol. An 

adaptation layer, the 6lo-RFID layer, is introduced, 

similarly to the 6LoWPAN layer for IEEE 802.15.4 

networks. The reader operates as an enhanced edge 

IPv6 router, forwarding and proactively retrieving 

messages directed to tags. Indeed, according to the 

terminology proposed in 6LoWPAN standards, the 
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RFID reader is seen as a 6LoWPAN Border Router 

(6LBR), whereas tags are equivalent to 6LoWPAN 

Nodes (6LNs). The adaptation between IPv6 networks 

and RFID system is transparently and efficiently done 

in both directions.  

 

6lo-RFID frame format 
Our approach foresees the use of the tag UM as a 

virtual channel to transfer messages generated 

(directed) by (to) the tag. In other words, we introduce 

an abstraction of the UM: by overcoming the classic 

view of a mere container of static information, it is 

seen as a communication means, compliant to the Gen-

2 protocol. To this aim, a novel memory organization is 

designed. According to the EPCglobal Tag Data 

Standard [3], the first 8 bits of the UM contain the Data 

Structure Format Identifier (DSFID) field, which 

specifies the format of the rest of the UM, to keep 

compatibility to other RFID data standards. The five 

least significant DSFID bits represent the Data Format 

to indicate the data system predominating in UM. Also, 

a new data format code associated to IPv6 RFID 

communication is considered for our application.  
 

 
Figure 2 6lo-RFID frame format 

 

Figure 2 illustrates the proposed UM structure. By 

taking into account that Read and Write commands 

operate on 16-bit word units, the header is inserted in 

the second 16-bit word of UM, to avoid useless 

repeated reading/writing of DSFID. 8 bits after DSFID 

are reserved for future static data, such as protocol 

version. 

The first issue is to manage the concurrent access to the 

medium, i.e. the UM, between reader and tag MCU. To 

this aim, we implement a TDM scheme using a token-

oriented approach. The Token bit in Figure 2 is used to 

guarantee the exclusivity in the writing operation. The 

value 0 means that the reader can operate on the UM; 

upon completion of the requested writing, then it sets 

this bit to 1. If the token is 1, then the UM can be 

managed by the MCU, which releases the token by 

setting its value to 0. It is worth underling that the 

token-oriented approach can suffer of deadlock if one 

of the communicating processes does not release the 

token. Thus, in our scheme, a time deadline is used by 

the reader to reset the UM and start a new information 

exchange if the tag MCU does not clear the token bit. 

To optimize the UM reading operation, five further 

fields are foreseen: 

 Reader Message - RMG (1 bit): to indicate if the 

reader has written a message to the tag. This bit is 

cleared by the tag after its reading. 

 Tag Message - TMG (1 bit): to indicate if the tag 

has inserted a message in the UM. This bit is 

cleared by the reader after its reading. 

 Length (8-16 bits): to report the number of bytes 

which compose the message. 

 Extended Length - EL (1 bit): if the packet length is 

> 510 bytes and the UM contains it, then this bit is 

set to 1 to use an extended length field of 16 bits. 

 Local addressing - LA (1 bit): its value 1 

indicates that a local addressing strategy is performed. 

In this case, the header includes source and destination 

addresses. More details are given in the following. 

The remaining bits in the second 16 bit-word are 

reserved for future use, and may be used for priority or 

queue congestion reasons. A Frame Check Sequence 

(FCS) is added to the message tail to detect tampering 

or inconsistencies due to errors or partial UM writing.  

To account for the limited frame size, headers 

compression is highly advisable to efficiently exchange 

data. Thus, IPv6 and UDP headers should be 

compressed according to the encoding schemes defined 

in IETF RFC 6282 [5]. Finally, IPv6 foresees MTU of 

1280 bytes; therefore, the 6lo-RFID layer needs to 

implement fragmentation and reassembling 

functionalities, as defined in RFC4944 [5]. 

 

6lo-RFID communication 

Due to the passive nature of RFID tags, we propose a 

Master-Slave approach, where the reader acts as a 

Master managing the data flow from/to all the tags in 

its field of view. In particular, whenever a reader 

queries a specific tag, it can send a message to the tag 

(downlink) and give the tag the opportunity to transfer 

its data towards the reader (uplink). Therefore, the first 

step is to select and singulate the tag according to the 

reader polling list. The management of the tag polling 

order requires careful analysis of the traffic generated 

by the tags and is out of the scope of this letter. After 

performing the tag singulation, if the reader has a 

message to send to the tag, then it writes the message 

into the UM and updates the fields in the header 

accordingly. Otherwise, it simply releases the token to 

give the tag the chance to forward its message. Then, 

the reader performs the reading of the header, until the 

token is released by the tag. If the tag MCU has 

inserted a new message into the UM, then the reader 

performs a reading operation according to the value 

specified in the Length field. Otherwise, it directly 

proceeds to poll the next tag. We point out that the 

proposed scheme of reading and writing operations can 

be considered as a straightforward approach to interact 

with a smart tag. However, the sequence and the 
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number of operations performed during a polling slot 

can be modified and optimized accounting for the 

specific type of network traffics (push or pull sensing, 

priority, etc.), and the hardware performance of the 

considered smart tags. 

 

Network addressing and Neighbor Discovery 

Although RFID identifiers, i.e. EPC codes [3], are 

unique and potentially usable to address nodes inside 

the Internet, they require a 96 bits address space and 

are not compliant with IPv6 addressing. For this reason, 

it is important to design an appropriate addressing 

scheme for 6lo-tag communications. 

For local data exchange between smart tags inside the 

same reader’s field, we assume that, each time a new 

tag is found during an inventory operation, the reader 

assigns to it an 8-bit address (the reader can manage a 

population of 256 tags inside its RFID LAN) and 

creates a new entry in its Neighbor Cache. The special 

source/destination address 00000000 in a 

downlink/uplink message states that a control message 

is being transferred from the reader (tag) to the tag 

(reader). 

Besides, to enable end-to-end communication over the 

Internet, a mechanism that maps EPC codes onto IPv6 

addresses is needed. In the literature, several works 

have faced this issue; we refer to the solution proposed 

in a recent 6lo draft [11]. This mechanism for 

automatic assignment of IPv6 addresses to legacy 

technologies is designed accounting for inter and intra 

protocol aliasing. The approach is feasible to associate 

each RFID tag an IPv6 address, by starting from its 

EPC code of any length. It, in fact, foresees to use 

hashing functions, such as CRC-32. Moreover, this 

solution guarantees compatibility with addresses 

derived from EUI-64 format interface identifiers. The 

network prefix can be obtained by Router 

Advertisement, as defined in the Neighbor Discovery 

Optimization for 6LoWPANs (RFC 6775 [5]). Besides, 

a tag register its address to the reader by sending a 

Neighbor Solicitation (NS) message with Address 

Registration Option (ARO) and process the Neighbor 

Advertisement (NA) accordingly. 

 

3. Performance evaluation 

This section provides an initial theoretical analysis of 

the proposed 6lo-RFID communication approach to 

assess its usefulness for applications of sensing and 

actuation in manifold scenarios, such as Smart 

Factories. We consider a simplified scenario with a 

reader and a single tag, which both implement all the 

steps previously described. The Gen-2 protocol allows 

different link rates for the Reader-to-Tag (R-T) and 

Tag-to-Reader (T-R) communication, whose values 

can be chosen to balance throughput and robustness to 

channel errors. In our performance evaluation, the main 

parameters of the Gen-2 protocol are set to obtain the 

three following configurations: (i) Max, both R-T and 

T-R rates are set to the highest possible values (128 

and 640 Kbps, respectively), (ii) Medium, R-T rate is 

equal to 54.23 Kbps, whereas T-R rate is set to 256 

Kbps, and (iii) Min, when the lowest values, i.e. 27 and 

5 Kbps, are selected. Furthermore, in this initial 

analysis, we assume a Bit Error Rate equal to zero, and 

negligible memory processing and smart tag 

elaboration times. 

We aim at assessing the maximum goodput, i.e., the net 

channel capacity, without including any control 

information overhead, such as 6lo-RFID message 

header and footer, and the 6LoWPAN headers. Thus, 

we consider the configuration that  maximizes data 

transfer by the tag UM reducing control bits relevant to 

IPv6 and UDP headers (i.e., we use 6LoWPAN 

Context Identifier [5] to completely elide source and 

destination addresses). In our analysis, only the reader 

sends messages to the smart tag by exploiting the 

whole available payload, whereas the tag MCU simply 

updates the 6lo-RFID header to release the token. The 

reference time window equals the time necessary to 

complete one cycle of operations with the selected tag.  

In Figure 3, we show the measured goodput values vs. 

the UM size, when considering the three Gen-2 

configurations defined above. The sketched curves 

highlight that larger UM sizes correspond to higher 

goodput values: this trend is explained by considering 

that the fixed overhead relevant to singulation, reading 

and writing of control bits is spread over the transfer of 

a larger amount of useful information, allowing to 

increase the overall goodput. We point out that for UM 

size of 4 Kbits with the Max configuration of Gen-2 

parameters goodput values are around 14 Kbps, which 

are suitable for exchange of sensing data generated by 

enhanced sensor RFID tags. 

 
Figure 3 6lo-RFID goodput 

 

4. Conclusion 

A novel paradigm to exploit RFID potentialities in the 

Smart Factory context has been investigated. We have 

proposed an approach to enable IPv6 communication 
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for UHF RFID smart tags to transparently integrate 

RFID systems into the IoT. An adaptation layer has 

been designed, according to the IETF protocol stack for 

IoT and to the IETF 6lo WG activities. Our solution 

acts as an overlay above the link-layer technology and 

is fully compliant with the EPCglobal Gen-2 protocol. 

An early performance analysis of the proposed 

communication scheme in terms of goodput has been 

presented. Future works will be finalized to develop a 

6lo-RFID tag prototype and evaluate its performance in 

a real testbed and to further investigate the adaptation 

layer, by accounting for additional issues such as multi-

tag scenarios and polling schemes optimization.  
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1. Introduction 

A Wireless Multimedia Sensor and Actuator Network 

(WMSAN) is a group of distributed sensor and actuator 

platforms that are connected via wireless 

communications where multimedia sensors record 

video, capture audio and still images, ambient scalar 

data, and actuators are capable of operating the 

devices. WMSAN have been considered to be used in 

surveillance, traffic control, health care, elderly 

assistance, person locator and industrial process control 

applications previously [1]. In the smart grid, 

distributed power plants, overhead and underground 

power lines, transmission towers, substations, 

industrial consumer premises, buildings and homes, 

will require low-cost, long-lasting, distributed systems 

that can sense, communicate and act, i.e. WMSANs.  

In the traditional power grid, monitoring equipment 

such as, power donuts, weather stations, sagometers 

which generally communicate through wired 

communications, have been employed at several 

critical locations. However, wireline communications 

have high cabling costs especially due to the 

geographical spread of the utility assets. Moreover, the 

next generation power grid will need more than a 

monitoring system since the large-scale and real-time 

nature of the grid demands quick repose to a large 

number of incidents occurring at the same time and 

related with each other. As the decision process and the 

control algorithms mitigate from human operators and 

the centralized architecture toward distributed 

intelligent devices, the capabilities of the power grid 

will increase. An autonomous grid that can 

dynamically react to changing ambient conditions, 

failures and consumer demands can maximize the 

capacity of energy generation, power transmission and 

distribution. Furthermore, collecting multimedia 

content could highly improve the safety and security of 

the grid. As low-memory image processing algorithms 

[2] and low-cost hardware that ubiquitously collect 

multimedia data, such as CMOS cameras and 

microphones [1,3] become available, the widespread 

adoption of WMSANs in the smart grid will be 

possible. 

The use of different wireless networking technologies 

in general and the use of Wireless Sensor Networks 

(WMSANs) in specific to monitor and control various 

smart grid assets are highly desired for emerging smart 

grid applications. WMSANs are preferred due their 

low cost, rapid deployment, low power consumption. 

However, using WMSANs for some delay critical 

smart grid applications may require these networks to 

fulfill the real-time requirements of these applications. 

In addition to that, condition monitoring using 

WMSANs may involve the deployment of the sensor 

nodes in harsh and hostile environments [4–8]. As a 

result, it is possible for these WMSANs to crash or 

malfunction due to external environmental factors. 

Hence, any QoS solution should be based on failure 

models that account for such possibilities. Furthermore, 

failure of few nodes should not bring down the 

network. In addition, WMSANs are expected to be 

deployed in high numbers, thus, scalability is a critical 

issue in designing an effective QoS scheme for 

WMSANs. Sensor nodes are generally equipped with a 

limited battery supplied energy and since these nodes 

spend more energy in communication than local 

computations, an efficient QoS scheme should also 

consider energy consumption. Using hard-wired 

sensors could meet the real-time requirements better 

than WMSANs. However, they are not preferred due to 

their high installation cost, insulation problems, high 

failure rates and long repair times. 

In this letter, we present an Adaptive QoS (AQoS) 

scheme to reduce the delay of high priority data in 

WMSANs smart grid monitoring applications. We 

design the AQoS to be suitable for high and low data 

rate smart grid condition monitoring applications. 

AQoS adaptively modifies the Guaranteed Time Slot 

(GTS) based on requests made from the end devices 

after probabilistically estimating the WMSAN 

operating conditions. Furthermore, we enhance the 

AQoS scheme by presenting an Adaptive Guaranteed 

Time Slot (GTS) allocation scheme (AGTS) for IEEE 

802.15.4-based WMSANs in high data rate smart grid 

monitoring applications. The AGTS scheme can 

adaptively reduce the end-to-end delay and flexibly 

tune the GTS to achieve the required QoS 

differentiation to delay critical smart grid monitoring 

applications. The AGTS scheme can adaptively 

allocate the needed GTS to nodes transmitting high 

priority traffic or draw back the unneeded GTS. This is 

done without impacting other network traffic and 
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without critically impacting the entire network 

performance in multihop WMSANs. Both the AQoS 

and the AGTS schemes utilize hybrid channel access 

mechanisms. We show that the use of the traditional 

channel access schemes individually will not be 

sufficient to provide the required QoS guarantees.  

The remainder of this letter is organized as follows. In 

Section II, we describe the AQoS and the AGTS 

schemes. In Section III, we present the simulation and 

the analysis. Finally, Section IV concludes this work.  

 2. A QoS and AGTS Schemes.  

System model. In a cluster-tree topology, the network 

consists of multiple coordinators, also called Cluster 

Heads (CHs). These CHs generate periodic beacon 

frames to synchronize with their end nodes and with 

higher or lower level CHs. Fig. 1-(a) shows an example 

of a cluster-tree topology that we adopt to implement 

our schemes. In Fig. 1-(a), CH2 is the parent of CH1 

and CH3, while being child of the Personal Area 

Network (PAN) Coordinator (PC) or the sink, which is 

also the root of the tree. In this scenario and in similar 

cluster-tree scenarios if the transmissions of the beacon 

frames are not properly synchronized, (i.e. not properly 

scheduled), beacon frames could collide either with 

other beacon frames from different coordinators or 

with data frames from different clusters. Collision of 

beacon frames leads to loss of synchronization between 

communicating CHs, which results in the 

disconnection of the colliding CHs from the network. 

Similarly, in the mesh based WMSAN, we divide 

sensor nodes into two categories, namely, Reduced 

Function Devices (RFDs) and Full Function Devices 

(FFDs). A RFD can only communicate with an FFD 

(i.e its parent FFD) and cannot perform routing. 

Therefore, its main role is to collect data and forward it 

to the FFD. A FFD can communicate with its own 

RFDs and can perform routing through neighboring 

FFDs within its transmission range. We group a 

number of RFDs depending on their location and 

functionality into a single Sub- Personal Area Network 

(SPAN). Fig. 1-(b) shows the proposed mesh topology.   

The AQoS scheme. In multi-hop WMSANs with high 

traffic generation rates (i.e. higher than 20 pkts/s), data 

packet transmissions experiences excessive delays. The 

reason behind these delays is that when data packets 

are forwarded from a lower level FFDs at high rates, 

upper level FFDs cannot fit these packets in the current 

SF. Therefore, they have to be buffered until the next 

SF. These delays are common in multi-hop topologies 

where the GTS is used to avoid beacon frame 

collisions. We address this issue to allow WMSANs to 

be utilized in delay critical environments with high 

traffic generation rates. The AQoS scheme, can be 

implemented in WMSANs with multihop topologies 

and can provide QoS guarantees in an adaptive manner.  

The AQoS scheme works as follows; the application 

layer tags packets that require QoS provisioning with a 

flag indicating the criticality of the data. The node then 

estimates the reliability (R) [9] and then estimates the 

number of full SF  this packet is expected to wait in 

the FFD before it is serviced and forwarded to an upper 

level FFD. The estimation of  depends on several 

factors such as the number of RFDs in each cluster, 

packet arrival rates, the depth of the FFD in the 

network, the packet size and other MAC parameters 

such as the maximum number of backoffs 

(macMaxCSMABackoffs) and the maximum number of 

frame retries (macMaxFrameRetries) [10].  

In the AQoS scheme, the tagged RFD (i.e. a node 

generating high priority data) estimates  [9] and if it 

finds the value of  more than zero, which means that 

the packet is expected to wait for more than one DSF , 

and hence the deadline is not going to be met. In this 

situation the tagged RFD application layer inserts a 

flag in its frame to request its FFD to double its GTS 

period so that it can accommodate the increasing  and 

to allow the high priority packets to be transmitted to 

the next FFD in the current DSF. Upon arrival of the 

data packets to the tagged FFD, the latter coordinates 

with its higher level FFDs to accommodate the request 

of its RFD. We found out that after implementing this 

scheme, other end nodes sharing the same cluster with 

the tagged RFD take advantage of this scheme even if 

they are transmitting less urgent data. This happens 

because all the nodes in the same PAN use CSMA/CA 

scheme to gain access to the channel and hence all the 

RFDs are treated with high priority. Therefore, to solve 

this problem and increase the probability of the tagged 

RFD in acquiring the medium and transmitting its data, 

we implement the DRX scheme [11] on top of the 

AQoS scheme. In the DRX scheme the tagged RFD 

performs CCA in 64 s instead of 128 s defined in 

[10]. Furthermore, to further increase the probability of 

the tagged RFD in acquiring the medium, the tagged 

RFD implements linear backoff period [8], where the 

RFD uses random delay = random_int(2
BE

 - 1)  instead 

of random delay = random_int(2
BE

 -1)  (defined by 

IEEE 802.15.4 standard [10]). This linear backoff 

period allows the tagged RFD to come out of its 

backoff duration before other RFDs and then it would 

have higher probability in sensing the medium with a 

reduced CCA duration.  
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The AGTS Scheme. Compared to the AQoS, the 

AGTS scheme can adaptively allocate more than one 

time slot to RFDs transmitting high priority traffic or 

draw back the unneeded time slots. This is done 

without impacting other network traffic and without 

critically impacting the entire network performance in 

multihop WMSANs. In AGTS, if the packet is marked 

with high priority, the value of  is estimated, if  is 

more than zero, then the tagged RFD’s MAC sub-layer 

inserts a flag in its frame to request its FFD to double 

its GTS period so that it can accommodate the increase 

in . When the FFD receives the packets from the 

tagged node, it coordinates with its higher level FFD to 

accommodate the request of its tagged RFD. When a 

RFD receives its request of doubling the GTS it 

performs the revaluation of  based on the new GTS 

value and if it finds that  still higher than 1 it repeats 

the request for GTS from its FFD. If the FFD has 

enough GTS it will further increase the GTS until the 

() condition of the tagged RFD is satisfied. If the RFD 

finds that it is receiving more GTS than its 

requirements it alerts its FFD to withdraw the extra 

GTS. In other words, the AGTS scheme allows the 

FFD and the RFD to adaptively fine tune the time slot 

allocation until the minimum delay is reached.  

The AGTS scheme allows FFDs receiving high priority 

packets to halt GTS allocation to nodes that have no 

high priority. Therefore, if such situation takes place, 

nodes with low priority data seek GTS from an 

alternative FFD. In this way, low priority traffic will be 

forced to take a different route to the sink. In AGTS, 

the adaptive tuning of the GTS between the FFD and 

the RFD is done based the revaluation of the estimated 

number of full SFs a packet is expected to wait in the 

FFD (i.e. depending on the new value of ). This is 

achieved every time an RFD receives updated values of 

 (when a difference in the measured data is sensed) 

and a new tuning factor () for different traffic 

conditions. The tuning factor is defined as the ratio of 

the granted number GTSs to the original GTS. The 

value of  is exchanged between the RFD and the 

associated FFD until the minimum delay is reached.  

To prevent RFDs from transmitting less critical data 

and sharing the same SPAN with the tagged RFD from 

taking advantage of additional GTSs. We increase the 

probability of the tagged RFD in acquiring the medium 

and transmitting the high priority data, we implement 

the DRX scheme [11] on top of the AGTS scheme. 

Furthermore, to enforce additional data differentiation 

and further decrease the delay, the AGTS scheme force 

the tagged node to implement linear backoff period [8]. 

3. Simulation and analysis 

We use QualNet network simulator to simulate the 

network topology presented in Figs. 1-(a) and (b), and 

compare the simulation results with the analytical 

results of the AQoS and AGTS schemes. We set all the 

simulation parameters similar to the mathematical 

model environment. In both the simulation and the 

analytical models, we use Poisson traffic arrivals. We 

assume that all of the nodes (RFDs and FFDs) are 

operating in the 2.4 GHz band with a maximum bit rate 

of 250 kbps. We run each simulation for 400 seconds 

and repeat each simulation 10 times. We assume that 

all RFDs within an individual cluster transmit and 

sense the medium with sufficient power, which means 

that all RFDs in a single cluster can hear each other. 

We also assume that the noise level is constant 

throughout the entire network (i.e. constant noise 

factor). We activate the acknowledgement mechanism 

in both the simulation and the mathematical model to 

improve the reliability of the system.  

To evaluate the performance of the AQoS and AGTS 

schemes, we simulate a WMSAN with mesh topology 

presented in Fig. 1-(b) with various network and traffic 

 
Figure 1. The proposed WMSANs. (a) Cluster-tree topology. (b) Mesh topology. 



IEEE COMSOC MMTC E-Letter 

http://www.comsoc.org/~mmc 31/39       Vol.10, No.5, September 2015 
 
 

conditions to investigate the multipath solution. We 

simulate a single scenario and compare the AGTS 

scheme with the AQoS scheme and the default IEEE 

802.15.4. We assume that the tagged RFD is located in 

SPAN(7) and the associated FFD is receiving high 

priority traffic from the FFD of SPAN(8) at the same 

time.  

We compare the performance of the AGTS scheme 

with the AQoS scheme and the default IEEE 802.15.4 

setting in the same network scenarios and traffic 

conditions and observe the improvements to the end-to-

end delay reduction when the AGTS is implemented. 

Fig. 2 shows the average end-to-end delay in 

transmitting a packet from the tagged FFD to the sink 

for different packet arrival rates. We show that there is 

a significant delay reduction (compared to the IEEE 

802.15.4 protocol and the AQoS scheme) when the 

AGTS scheme is implemented. We show that the 

AGTS scheme outperforms the AQoS scheme for high 

traffic intensities, this is due to the additional time slots 

that are adaptively granted to the tagged node when it 

implements the AGTS scheme.  

Fig. 3 shows the reliability in transmitting a packet 

from the tagged RFD to the sink. Since we assume that 

FFDs communicate with each other using the CFP, 

then there will be no packets loss due to collision 

during the communication between FFDs. Therefore, 

the location of the FFD in the network does not impact 

the reliability values. We show that there is no 

noticeable difference in the values of the reliability 

when a node implements the AGTS scheme compared 

to the other schemes.  

Fig. 4 shows the average power consumed in 

transmitting a packet from the tagged RFD to the sink. 

We show that the difference in the average power 

consumption between the AGTS scheme and the IEEE 

802.15.4 settings is very low. There is a slight increase 

in the average power consumed when the AGTS 

scheme is implemented. There is a slight increase in 

the power consumed, this takes place because the 

tagged RFD and FFD are transmitting more frequently 

when AGTS is implement. Furthermore, there is no 

difference between AGTS and AQoS schemes.  

4. Conclusion 

 The use of WMSANs for the power grid introduces 

several challenges that need to be addressed. Link 

quality may be affected by weather, ambient conditions 

and the electromagnetic field of the electricity current. 

Low link quality may result in very low throughput 

especially for video streaming applications. Moreover, 

the power grid has strict realtime requirements where 

variable latency of the WMSANs may result in 

misconfigurations. QoS provisioning is another 

important issue to be addressed. Multimedia sensors 

have the potential of generating larger amount of data. 

Moreover, considering the large geographical region 

covered by a utility and the number of equipment 

present in the grid implementation, transmission of the 

collected raw data to the utility headquarters is not 

feasible. The reason is partly because the limited 

bandwidth and latency bounds and partly due to the 

limited sensor batteries. In-network processing 

techniques needs to be explored to handle this issue. To 

relax battery constraints energy scavenging techniques 

may be employed however energy scavenging in the 

power grid is not fully exploited. In the next generation 

smart grid, actuators can play an active role in 

management and operation of the grid which requires 

robust distributed control algorithms.  

Through analytical and simulation results, we showed 

that our schemes significantly reduce the end-to-end 

delay for high traffic intensity event monitoring in the 

smart grid. The first scheme, namely Adaptive Quality 

of Service scheme (AQoS) for cluster-tree WMSANs 

could solve the excessive latency by adaptively 

modifying the Guaranteed Time Slot (GTS) based on 

requests made from the end devices after 

 
Figure 2. AGTS & AQoS average end-to-end delay. 

 
Figure 3. AGTS & AQoS end-to-end reliability. 

 
Figure 4. AGTS & AQoS average power consumed. 
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probabilistically estimating the WMSAN operating 

conditions. We showed that a delay reduction of more 

than 50% could be achieved when the AQoS scheme is 

implemented, and at the same time, high reliability and 

low power consumption values are maintained. 
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1. Introduction 

Smart Factory or Industry 4.0 is a new paradigm that 

relies on the concepts of Internet of Things (IoT) and 

Cyber-Physical-Systems (CPS) to equip the different 

factories and the global value chains with new 

processes that are safer, faster, more efficient, more 

powerful and less energy consuming. But to aim to 

such a reality, IoT-based technological solutions must 

be validated, tried, experimented and proven.  

To overcome this critical hurdle, FIT IoT-LAB1  

offers a large-scale experimental platform allowing 

researchers, IoT designers, developers and engineers 

to construct, benchmark and  optimize  their  

protocols,  applications  and  services. As a state-of-

the-art testbed, IoT-LAB’s goal is to answer the  

needs  and  requirements  of  today’s  and  

tomorrow’s IoT technology. It aims at providing 

effective tools and a solid framework to run 

experiments. In particular, it offers: (i) a 

heterogeneous and rich environment (e.g. hardware, 

topologies, OS, up-to-date standardized protocol 

stacks and libraries) applicable to a large spectrum of 

IoT applications; (ii) the ability to manage, interact 

with and monitor running experiments; (iii) the ability 

to instrument an experiment, through visualization 

and reproducibility tools. 
The IoT-LAB project is driven by a team that 

strongly believes in open-source. The software used 

in the back-end to manage the platform, all software 

tools and example to help users get started quickly, 

and the design of the hardware used are published 

open-source2 . IoT-LAB is entirely open- access and 

free of charge, available to academia and industry 

alike to develop and test IoT applications.  
IoT-LAB contributes to the opening of research on 

net- working and all IoT technologies development 

by solving the challenges that must be overcome in 

order to allow advanced testing and prototyping in all 

IoT areas such as Industry 4.0.  

2. Overview of the FIT IoT-LAB platform  

With over 2700 wireless sensor nodes, included 117 

mobile robot nodes deployed across six sites in France, 

IoT-LAB is the largest open low-power wireless 

remote testbed in the world today. Table I summarizes 

the number of nodes deployed in each site, and 

highlights the 5 different hardware platforms available. 

A variety of wireless sensors are available, with 

different processor architectures and wireless chips. 

The nodes are fully programmable; the management 

interface allows a user to load arbitrary binaries onto 

the devices. Using web-based or command-line tools, 

a user can reserve an arbitrary number of nodes in one 

or several sites to run experiments. Once reserved, the 

user deploys his/her own firmware onto the nodes. 

Additional tools assist the user to configure some 

nodes to act as gateway nodes connected to the 

Internet, monitor each node’s energy consumption, 

and measure other metrics such as end-to-end delay or 

throughput. Nodes are either static or mobile, and can 

be allocated in various topologies throughout all sites. 

117 nodes are deployed on mobile robots. Wireless 

networks are often mobile, and mobility can 

significantly affect the performance of network 

protocols (e.g. multi-path fading or routing). The 

ability to move the position of the robots during an 

experiment allows a user to quantify the effect of node 

mobility. Like their static counterparts, mobile nodes 

can be reserved, reprogrammed and monitored. The 

user can also control the movement of the robots. 

3. FIT IoT-LAB hardware 

Architecture of an IoT-LAB Node 

In order to fulfill the strong specifications that 

enable a user to have full “bare-metal” access to IoT 

nodes, the IoT- LAB infrastructure must satisfy strong 

requirements such as reliable access to all nodes, 

non intrusive and application transparent real time 

monitoring, real time control of the experiments, 

security and data integrity. Based on these 

requirements, the IoT-LAB testbed consists of “IoT-

LAB nodes” interconnected through a backbone. The 

backbone provides power to the nodes and connects 

them to the IoT- LAB back-end servers. The 

management software provides real-time access to the 

nodes, so a user can reset, reprogram, and monitor the 
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state of each node. Each IoT-LAB node consists of 

three components: 
The Open Node (ON) is the low-power device the 

user reprograms, and to which he/she has “bare-metal” 

access. This node’s serial port is connected to the 

Gateway. 
The Gateway (GW) is a small Linux computer 

connected to the serial port of both the Open Node and 

the Control Node. It is itself connected to the 

backbone over Ethernet. On top of monitoring (and 

reprogramming) the ON, it forwards the ON’s serial 

activity to the back-end servers of the IoT-LAB. The 

Control Node (CN) coordinates reprogramming the 

ON, selects the power source (battery or mains) and 

starts/stops/resets it. In addition, it monitors the ON’s 

power consumption, drives its sensors, and can serve as 

a wireless packet sniffer and send arbitrary packets. 

Types of IoT-LAB Nodes 

To offer a development environment that is 

representative of today’s range of IoT hardware, three 

types of IoT- LAB Nodes are deployed in the IoT-

LAB. They differ by the capabilities of the ON they 

contain: 
- The WSN430 ON features a 16-bit MSP430F1611 

micro-controller, a CC2420 (2.4GHz version) or 

CC1101 (868MHz version) radio chip, and sensors 

(light/temperature) [1]. 
- The M3 ON features a 32-bit ARM Cortex- M3 

micro-controller (STM32F103REY), a AT86RF231 
IEEE802.15.4 radio chip, and sensors

1 . The user can 
interact with the M3 ON over its serial port and also 

debug it using the JTAG protocol. The M3 ON is 

representative of today’s state-of-the-art IoT devices.  

- The A8 ON is the most powerful node. It features 

a 32-bit ARM Cortex-A8 600 MHz mini-computer, a 

32-bit ARM Cortex-M3 micro-controller, an 

AT86RF231 IEEE802.15.4 radio chip and sensors. 

The A8 ON is representative of more advanced 

devices such as set-top boxes, smartphones, or 

tablets and may run Linux or Android. Moreover, a 

GPS module can be connected to the Cortex-A8 to 

provide accurate synchronization. 

In addition to static nodes, 117 mobile robots are 

deployed in the IoT-LAB, Operation of the robots is 

fully automated, and available for the users at all 

times. When not in an active experiment, a robot 

returns to its docking station, where it charges its 

batteries. Similar to the nodes, a user reserves one or 

more mobile robots in one or several sites. When the 

experiment starts, the robot leaves its docking station 

and starts following its circuit. During the experiment, 

                                                 
1 light, pressure, temperature, 3-axis gyroscope/accelerometer/magnetometer 

the user can retrieve the position of the robot in real 

time through a programmatic interface. At the end of 

an experiment, the robot returns to its docking station. 

Each mobile robot is equipped with an M3 ON. 

Exactly like a static M3 ON, the user loads custom 

firmware on it. There are two types of robots: the 

Turtlebot, an open-source robot with a maximum 

speed of 0.7m/s and an odometry of 2578.33 

ticks/wheel and the Wifibot, a high-mobility 4x4 

platform with 4 brushless motors and 4 hall encoders 

[2].  

4. FIT IoT-LAB software  

Two classes of software run on the IoT-LAB: 1) for 

the user and 2) for the platform management.  

Software for the User 

The IoT-LAB team maintains sufficient tools and 

software to accommodate the diversity of users who 

may need drivers, operating systems or different 

libraries. 

Low-level Drivers & Libraries: A developer has full 

access to a node’s hardware, including the schematics 

of the boards and datasheets of the components. Code 

snippets, libraries, APIs and development environments 

have been developed and made available with 

continuous maintenance. In particular, the OS-

independent drivers – implemented as a thin layer of C-

code – gives access through an API to all hardware 

modules on the nodes: radio chip, physical sensors, 

serial buses, digital and analog interfaces, and device 

timers. Wireless communications libraries offer simple 

and useful APIs that MAC protocol implementations 

can use. 

Embedded Operating Systems: IoT-LAB goes with 

five IoT operating systems. 1) RIOT, an open-source 

OS that aims to provide a powerful, but very low 

memory footprint software platform. RIOT offers 

IPv6/6LoWPAN/RPL/UDP/CoAP network stack, on 

which applications or protocol development and 

experiments can be based and also provides a CCN 

stack [3]; 2) OpenWSN, is an open-source 

implementation of a full protocol stack based on IoT 

standards (IPv6, 6LoWPAN, RPL, CoAP). OpenWSN 

is the de-facto open-source implementation of 

IEEE802.15.4e TSCH; 3) FreeRTOS, a popular micro-

 
Table 1: IoT LAB nodes and robots per site 
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kernel providing multi- threading, mutexes, 

semaphores and software timers, with small memory 

footprint, low overhead, and fast execution; 4) Contiki 

and 5) TinyOS.  

Back-End Software 

An important part of the development is invisible to 

the user. Part of it is embedded in the hardware 

that supports the open nodes: the gateway and 

control nodes. Most of the back-end software runs 

on the servers in the backbone network. It is 

responsible for user management, resource 

allocation and experiment scheduling. The main 

objective of the back-end software is to allow a user 

to interact with all IoT-LAB nodes in a reliable and 

real-time fashion. Firmware on the Control Node: 

in charge of switching the open node on/off, 

monitoring its r a d i o  ac t i v i t y ,  o r  energy 

consumption in real time. A user can configure the 

frequency to listen to and the number of measurement 

per unit of time or activate a radio sniffer mode. In 

this mode, the control node listens for incoming 

packets, and forwards those to the gateway, 

encapsulated in the ZigBee Encapsulation Protocol 

(ZEP).  

Firmware on the Gateway Node: a Python RESTful 

management interface to the outside world, that offers 

all the testbed’s API methods. Measurements sent by 

the control node are collected using an open-source 

measurement library [4]. The gateway node is 

connected to the open node’s JTAG port and runs an 

OpenOCD GDB server. This allows a remote JTAG 

debugging to place breakpoints and inspect variables 

directly on the (remote) open node. 

Firmware on the Robots: The mobile robots run 

the ROS Linux distribution [5] that includes a 

navigation stack implementing AMCL, and the IoT-

LAB RESTful management interface. A robot uses 

dead reckoning (by counting the number of wheel 

rotations) to keep track of its location and logs its 

position using the OML format, and synchronizes it 

with the back-end infrastructure over WiFi. Tools are 

available for drawing the path of the robot. 

Infrastructure Software: The IoT-LAB infrastructure 

consists of a master site (located in Grenoble) and 6 

deployment sites (located in different cities across 

France). The master site hosts the servers responsible 

for services such as user authentication (LDAP 

directory tree) and a private domain name server (DNS) 

system. Its main application is written in Java and 

consists of a RESTful interface exposing the testbed 

interfaces to the user. A dispatcher is in charge of 

dispatching the requests to the different deployment 

sites. This application interacts with OAR Batch 

scheduler software [5], an open-source resource 

manager for large clusters, which allows optimal 

experiment scheduling and resource allocation. This is 

the application responsible for starting and stopping 

experiments. The master site connects to each of the 6 

deployment sites through a virtual private network 

(VPN). 

The IoT-LAB User Experience 

A user starts by creating a user account on the IoT- 

LAB’s main website or using his OneLab login. He/she 

then communicates with IoT-LAB through its web 

portal or REST API that are available through CLI to 

offer a simpler user experience. To launch an 

experiment, the user reserves one or more nodes, in one 

or more sites, for some duration. An interactive map 

allows the user to select individual nodes or he/she can 

ask for the first nodes available of a particular type. 

Each node is attached some features: mobile/fixed, 

location and radio chip. After reserving the nodes, the 

user can make additional configurations for the 

experiments, ie using any monitoring tools (power 

consumption, wireless sniffer), selecting a powering 

mode (battery/mains), and specifying the firmware 

image(s) to load on the nodes. The scheduler starts the 

experiment as soon as the nodes are available, or at a 

precise date, if specified. Once an experiment is 

running, the user has full control over the nodes 

reserved and thus dedicated to him/her. Nodes can be 

reset, reconfigured, or reprogramed individually or 

globally. A user can control the experiment directly 

using CLI tools, quickly edit source code and 

build/deploy firmware, access a node’s serial port, log 

into the A8 nodes over ssh, remotely debug the M3 

nodes using OpenOCD and gdb, recover power 

consumption measurements in OML files, and analyze 

the sniffed radio traffic using Wireshark. A wealth of 

documentation is available IoT-LAB website, including 

tutorials and a wiki . 

 

 

 

 
 

 Fig. 6: The number of frames received by each node 

when the red bar node emits a burst of 100 frames 

Fig 5: distributed RSSI on 802.15.4 channel 

17 reveals the presence of wifi access points 
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5. Example use cases 

Visualizing the Impact of WiFi Traffic 

Nodes in the Grenoble testbed are for example 

deployed in a typical office environment, alongside 

WiFi access points. We detail how we use the IoT-LAB 

to visualize the impact of WiFi traffic on an 

IEEE802.15.4 network. We develop and deploy 

firmware that scans the RSSI on all nodes to detect the 

presence of other technologies operating at the same 

frequency (2.435GH z). Fig. 5 shows the max RSSI 

measured by each of the 350 nodes. To better 

understand the impact of these WiFi access points on 

the communication in the IEEE802.15.4 network, we 

have one node in the testbed transmit 100 50-bytes 

frames, one frame every 2.5ms. We configure all the 

other nodes to listen the same frequency (IEEE802.15.4 

channel 17, 2.435GHz), and count the packets received. 

In Fig. 6, the node identified by a red line is 

transmitting; the z-axis represents the percentage of 

packets received. A value of 1 indicates that all 

transmitted packets were received (as for several nodes 

close to the transmitter). A detailed analysis shows that 

packet losses are strongly correlated for nearby nodes. 

Two WiFi access points are emitting IEEE802.11 

beacons every 100ms to advertize the presence of the 

network to possibly roaming WiFi devices. Because the 

transmission power of a WiFi AP is roughly 100 times 

higher than that of an IEEE802.15.4 node (transmission 

power of the motes is set to 0dBm, a typical value), 

each time a WiFi beacon is transmitted, it prevents 

nearby IEEE802.15.4 nodes from receiving their frames. 

In the Smart Factory context, such an analysis is of 

great importance since there are generally several 

access points deployed around the different warehouses. 

It is thus paramount to understand their impact and 

configure the IoT-based network accordingly since 

some IoT packets could be lost or delayed because of 

the Wifi.  

 

Smart Floor Demonstration 

The scenario of smart floor tiles detection is a good 

illustration of how to use the M3 node sensors located 

under the floor tiles in order to detect and track either 

people or mobile robots (see video
2
). In this example, 

the accelerometer detects the vibrations from a person 

walking the floor tile located above it, the 

magnetometer detects the passage of a mobile robot 

through the magnetic perturbations its electrical motors 

generate. In addition, the mobile node on the robot 

periodically sends packets that are received by nearby 

fixed nodes for RF localization. The IoT-LAB 

                                                 
2
 https://www.youtube.com/watch?v=IPxTfgNBjsI. 

architecture has inspired the Intelligent Tiles 

Infrastructure deployed in the LORIA smartroom [7]. 

 

 

 

 

 

 

 

 

 

 

 

This study allows us to compare two techniques for 

detecting the presence of a robot: RF localization, and 

using the deflection of the magnetic field. During the 

experiment, the robot follows a circuit alternating 

straight lines and turns while traveling through a 

corridor.  

The localization algorithm built onto the robots 

records its path with accuracy better than 5cm (see Fig. 

8), providing a ground truth for the experiment. Fig. 7 

shows the real trajectory of the robot (line), and its 

measurement locations using the packet- based 

approach (crosses). Location accuracy varies greatly: 

when the robot is close to node m3-30, its presence is 

detected by 8 nodes, yielding localization accuracy 

around 5m. Accuracy is much worse at the end of the 

corridor as less nodes hear the beacons broadcast by 

the robot. Fig. 9 shows the measurements gathered by 

node m3-30 when using magnetometer-based 

localization. It depicts the distance between the robot 

and the node as the robot follows it trajectory. Dots 

represent when the magnetometer detects the presence 

of the robot. Magnetometer-based detection only 

happens when the robot is very close to the measuring 

node, yielding localization accuracy around 10cm.  

 

This use case may illustrate the indoor 

geolocalization of pallet truck for instance. The study 

illustrates how IoT-LAB tools enable users to efficiently 

construct sophisticated algorithms and easily perform 

 
Fig. 7: robot trajectory recorded in corridor 

 
Fig 8: robot localization             Fig. 9: node m3-30 magnetometer 
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related experiments starting from core building blocks, 

in this case radio communication, motion sensors, 

indoor location, and mobile robots. Such a tool is thus 

an important asset especially in a Smart Factory 

environment to improve and support innovative 

industrial processes and provide efficient security and 

safety mechanisms.  

6. Conclusion 

This paper describes FIT IoT-LAB, a large-scale open- 

access IoT testbed free-of-charge, which users may 

manipulate remotely via convenient tools, program with 

arbitrary firmware, launch (repeatable) experiments, 

and gather result. A team of full-time engineers 

maintains the testbed, and the community around IoT-

LAB uses state-of-the-art online cooperation tools to 

file bug reports and suggestion. Cooperation is 

augmented though a wiki and active mailing lists 

(which several hundred people subscribed today). 

These characteristics make IoT-LAB an extremely 

useful platform for benchmarking, validation and 

testing of software deployed at scale on heterogeneous 

IoT hardware. IoT-LAB is used today as a tool for 

designing, evaluating and contributing to 

standardization in the IoT realm. It can represent a real 

asset for a Smart Factory to assist in the set up of IoT 

and CPS-based applications, allowing a pre-evaluation 

of the constraints and identification of the vigilant 

points when deploying the infrastructure and new 

applications.  
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