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SPECIAL ISSUE ON Data Sharing and Communication between Connected 

and Autonomous Vehicles 

 
Guest Editor: Dapeng Wu 

Chongqing University of Posts and Telecommunications, China 

wudp@cqupt.edu.cn 

 
 

This special issue of Frontiers focuses on data sharing and communication between connected and autonomous vehicles. 

The research topics of the papers in this special issue include how to a comprehensive analysis of TEASER and NDT for 

autonomous vehicular applications, a tutorial of cooperative perception on connected and automated vehicles, a design 

of resilient and intelligent Internet of vehicles, and how to conduct task scheduling in a vehicular edge computing system.  
 

The first paper studies the performance difference between TEASER and NDT when they are applied to align two pieces 

of LiDAR data generated by autonomous vehicles. As the first step in cooperative perceptions, data alignment is critical 

to ensure LiDAR data can be accurately positioned and fused. In this paper, the authors detail the difference between the 

above-mentioned two methods and give an experimental comparison. 

 

The second paper provides an overview of the enabling techniques for implement cooperative perception among 

autonomous vehicles. It starts from the discuss of different level of autonomous driving vehicles, followed by a detailed 

discussion on various technologies available for cooperative perception, including object detection, data fusion, wireless 

communications, security, etc. This paper can serve as a tutorial on how cooperative perception can be implemented on 

autonomous vehicles. 

 

The third paper discusses joint AI and blockchain for security, privacy and trust-related risks in the Internet of Vehicles 

(IoV). This paper also presents problems, challenges, requirements, and solutions using ML and blockchain to address 

aforementioned issues in IoV.  

 

The fourth paper discusses a vehicular edge computing scheduling pipeline for connected and autonomous vehicles 

exploring scheduling optimization, pipeline design and vehicle to edge interactions. Through the proposed pipeline, the 

data, generated by on-board sensors, is used towards various edge serviceable tasks. The proposed pipeline facilitates 

data transfer and fusion for cooperative object detection of multiple vehicles. Through real-world experiments, w 

performance and robustness of our pipeline are evaluated on different device architectures and under different scenarios. 

It is demonstrated that the proposed pipeline achieves a real time deadline capable edge to vehicle interaction via vehicle-

edge data transfer and on-edge computation  
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1. Introduction 

We propose a verification of the Truncated least squares Estimation And Semidefinite Relaxation (TEASER) by 
experimentation evaluation, and algorithm analysis. From the TEASER paper, the authors indicate that TEASER has 
improved the optimization robustness of the estimation between outliers from two sets of 3D point cloud datasets along 
with being bounded sub-optimality. Their goal was to use Truncated Least Squares to reduce the time complexity of the 
estimation. This has vastly outperformed the Iterative Closest Point (ICP) algorithm and Normal Distribution Transform 
(NDT) algorithm, which has deployed on our Connect Autonomous Vehicle (CAV), AutonomouStuff Polaris GEM. 

3D maps enable self-driving cars to locate themselves in the environment. To use the map and LiDAR data for 
localization, it is necessary to find a point cloud correlation between the sensor’s measurement and the provided map [1]. 
This approach is called scan matching. Our current approach utilizes NDT scan matching to solve the localization 
problems, this approach is faster in computation, more consistent and robust than the common ICP approach [2].  

However, TEASER is robust as well, it can also solve problems without correspondences (e.g., hypothesizing all-to-
all correspondences) where it outperforms ICP, and it is more accurate than Go-ICP while being magnitude faster [3]. This 
is the main motivation of this project that we want to compare the performance between both TEASER and NDT since 
both claim to be faster than ICP. However, there is no conducted comparison research of the two approaches. Our project 
goal is to have an implementation of TEASER in our CAV to compare it with NDT. 

2. Related Work 

In this section, we discuss the related works for the algorithms and their computation process. 

2.1 TEASER Algorithm 

TEASER is an algorithm that computes estimation between outliers from two-point cloud images. Within the two 
images there are multiple key points that will give us knowledge of where the two images align with each other, 
correspondents. The correspondents will have an average slope with other points becoming inliers. If they do not fall under 
the inlier's aspect of the slope, then they are outliers. Having knowledge of the corresponding inliers or outliers then 
matching between the two-point cloud images can take place. The TEASER algorithms are seen as follows [3]: 

1. For each point in source point cloud, A, 
and in reference point cloud, B, find the 
correspondents between A and B. 

2. Calculate the scale (TIMs). 

3. Calculate the translation and rotation 
(TRIM). 

4. Return transformation estimation. 

TEASER calculates the transformation 
estimation using outliers between the two-
point cloud images. 
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2.2 NDT Algorithm 

In the NDT algorithms estimation is similar to the classic ICP 
algorithm. The estimation of the rotation, and translation are being 
calculated by using the Gaussian distribution, which is different than 
ICP’s Euclidean distance, between points. The algorithms steps are as 
follows [4]: 

1. For each point in reference point cloud, Y, insert into a 
voxel bi in set B voxels. 

2. For each voxel in B, calculate the mean and covariance. 

3. Till registration converges, for each point in source point 
cloud, X, calculate the Gaussian distribution of each voxel 
and the score of transformation. 

NDT will be able to find what it believes is the best transformation 
between the 2-point cloud images.  

 
Figure 1 Connected Autonomous vehicle System. 

3. System and Tools 

In this section, we will introduce our system design and tools 
implementation used to conduct our experiment.  

Our project and all experiments will be based on the GEM vehicle 
platform as shown in Figure 1. This car is equipped with sensors such as Velodyne-LiDAR, camera, and a high-
performance computer [5]. The purpose of this project is to first use Velodyne-LiDAR to collect raw data, then use 
TEASER and NDT algorithms to do 3D point cloud registration, and finally utilize the transform output to align point 
clouds to merge them together thus creating a new point cloud.  

3.1 ROS and Autoware 

ROS and Autoware are our software platforms which have been installed on the high-performance computer. Robot 
Operating System (ROS) is a set of computer operating system architecture designed for robot software development. It is 
an open-source meta-level operating system (post-operating system) that provides operating system services, including 
hardware abstract description, step-by-step driver management, execution of shared functions, message transfer between 
programs, and program release package management [6]. Autoware is an open-source platform or software for autonomous 
driving technology, which based on ROS and provides algorithms and alternatives for perception, location mapping, 
detection and planning required for autonomous driving navigation, as well as an easy-to-use graphical user interface 
(GUI) - Runtime Manger [7]. 

3.2 Autoware Runtime Manager 

Runtime Manager is the GUI of Autoware which makes it easy for simulation and operation of autonomous driving 
vehicle. We can launch ROS nodes using runtime manager. For the LiDAR data collection, the specific operation is to first 
launch the Velodyne-LiDAR sensor, and then run the ROSBAG Record node in the runtime manager. Then select the 
topic(/point_raw) related to the LiDAR sensor to start recording. The recorded LiDAR data will be saved in ROSBAG 
format, which includes all the raw 3D point clouds, data size, topic, time, and other information. We have recorded several 
sets of point cloud data in different scenarios, which will be used in our experiment. 

3.3 LiDAR Dataset Collection 

We have collected several sets of 3D point cloud data using the above method. All the data were collected inside the 
UNT Discover Park building. We used the raw LiDAR data to generate a visual map through the NDT mapping algorithm, 
shown in Figure 2, you can see that our experiment starts from the downstairs in our CSE department, and the terminal 
point is at the entrance of the Discover Park cafeteria. 
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                                                (a)                                                          (b) 

Figure 2 (a) 3D Point Cloud Map; (b) Simulate 3D Point Cloud Map using RVIZ tool. 

4. Implementation 

In this section, we discuss the implementation of the experiment. We will incorporate data manipulation and not two 
different LiDAR data files as our first steps of preliminary evaluation. Our plan is to start from a data manipulation to 
verify the algorithms are working. From there we will add additional steps till our work showcases that we can generate a 
map from point clouds. However, as mentioned before we want to verify the performance of the algorithms efficiency and 
any other metrics systems that allow us to find comparisons between the algorithms. 

In the algorithm’s code, we have integrated time duration of start and stop around the solving of the registration between 
point clouds. This will allow us to view the time it takes to calculate the registration between the two-point clouds. 

5. Performance Evaluation 

In this section, we present our preliminary real-world experiment evaluation utilizing the two registration algorithms. 

5.1 Preliminary Experiment 

 
                                                (a)                                                             (b) 

Figure 3 (a) Preliminary Result run of NDT; (b) Preliminary Result run of TEASER. 

Our experiment is to be conducted with repeatable verification evaluations on TEASER and NDT; this will allow us 
to verify their runtime claims. We will take measurements of the runtime and efficiency performance of TEASER and 
NDT to find comparisons between the two-algorithms. As we conducted are preliminary experiment, we took 5 different 
point cloud files and ran an average of 5 run to get the algorithm's runtime. Figure 3(a) and 3(b) is a point cloud 
representation of one of these runs. 

5.2 Preliminary Evaluation 

From our experiment we had gathered results seen here in this table: 

PCD Files NDT Avg (ms) TEASER Avg (ms) # Of Points 
1637535760.587973000 693.4 304.8 28504 

1637535750.501887000 1476.6 305.4 28531 

1637535634.411389000 786.4 311.4 28531 

1637535733.960749000 2699.8 318.2 28611 

1637535759.680210000 1204.8 304.8 28530 

Table 1 Runtime averages of the NDT and TEASER algorithm with corresponding PCD file. 

From the table we can see that TEASER has a quicker runtime with a consistent average between all 5-point cloud 
files. We can deduce the reason why TEASER, in the implementation TEASER would use correspondents between the 
two-point clouds. Therefore, TEASER does not go through all the points in the point cloud file. Whereas, in the NDT 
implementation it would down-sample the point cloud thus be inconsistent and would go through all the points in the 
down-sample point cloud. 

 

7. Conclusion 

This analysis is a work in progress as we are continuing to complete a more in-depth analysis between NDT and 
TEASER. We will address issues within the implementation of the algorithm along with gathering log data from the results 
once the computation is completed such as correspondence, and transformation error. We have prospecting applications 
that are desired by the autonomous vehicles research community as for mentioned to generate high-definition maps then 
these maps can be used for localization or object detection inferencing. 
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1. Introduction 

The Society of Automotive Engineers (SAE) have published guidelines for six autonomous driving levels (0-5) 

[14]. The goal of autonomous vehicles is to achieve a level 5 autonomous vehicle. Dynamic Driving Task (DDT) refers 

to all the real-time operational and tactical functions that are required to operate a vehicle in on-road traffic (motion 

control (steering, acceleration and deceleration), monitoring driving environment (object and event detection and 

response - OEDR), maneuver planning, etc.), it does not include strategic 

functions, selection of destinations or trip scheduling [14].The Operational Design Domain (ODD) will refer to the 

operating conditions specifically designed for that feature to function (the essential presence or absence of traffic, 

roadway characteristics, or environmental, geographical, and time-of-day restrictions) some of these conditions change 

periodically during on-road operations [14]. 

 

The classification of the six autonomous levels listed in this section can be summed up by the logic flow 

diagram (figure 1) provided by [14]. Level 0 is the standard on-road vehicle with no DDT assistance from the vehicle 

and can be referred to as the N o Driving Assistance system. The vehicle can have active safety systems, such as a 

vehicle-to-vehicle (V2V) warning system. Level 1, the driver assistance system, has some driving automation but is 

still reliant on the human driver for the remaining DDT functions. The key thing about a driving assistance automation 

system is that the system can perform either the lateral (speeding up or slowing down) or the longitudinal (acceleration 

or deceleration) vehicle motion, but not in unison. For level 2, or partial driving automation system, the automation 

takes care of both the lateral and longitudinal vehicle motion simultaneously. The human driver supervises the drive 

and completes the OEDR of the ODD as the DDT is taken care of by the automated system. The human driver must not 

fully rely on the autonomous vehicle and be ready to intervene at any given point. 

 

 
Figure 1: Simplified logic flow diagram for assigning driving automation level to a feature 

 

A level 3 autonomous driving system, or conditional driving automation, still relies on human intervention 

though at the request of the automated driving system (DDT fallback) in order to achieve a minimal risk 

condition under certain circumstances. For example, a level 3 automation driving system is able to fully 

operate DDT features in a low-speed environment such as stop-and-go traffic [14]. 

 

Level 4, or high driving automation, does not require a human driver to intervene, the vehicle can take 

control of all DDT (including curb-to-door services) and achieve a DDT fallback system if a human driver 

does not intervene. If the autonomous vehicle reaches its ODD limit (during certain weather conditions, 

geographical restriction, or time-of-day) it will issue an alert to the passenger that they need to take over in 

order to complete their trip.  

 

For level 5 (f ull driving automation), the autonomous vehicle has complete control of DDT and DDT fallback and does 

not require any human supervision. A full driving autonomous vehicle can operate under all road conditions in which 

can be reasonably operated initially by a human driver. There are no restrictions for the vehicle to operate during 
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certain weather conditions, geographical restriction, or time-of-day. There could be conditions in which the driver will 

not be able to manage a driven environment (blizzard, flooded roads, glare ice, etc.) [14]. 

 

The remaining sections of this paper are organized as follows. Section 2 breaks down the different fusion levels of an 

autonomous vehicles system architecture. Section 3 covers cooperative perception and the multiple challenges 

involved. Future experiments are discussed section 4. And finally, the conclusion of the paper is in section 5. 

 

2. System Architecture 

 

The system architecture relies on the three subsystems shown in figure 2: feature extraction, cooperative perception, and 

cooperative driving. Raw data is processed at the feature extraction and cooperative perception locations which is used 

by cooperative driving to warn the driver when to be cautious. The type of data received for cooperative perception from 

connected vehicles, via wireless communication, is determined by the fusion level. 

 
Figure 2: System Architecture at Three Fusion Levels 

 

There are three fusion levels [7]: low-level (figure 2a), feature-level (figure 2b), and high-level (figure 2c. The 

level of fusion determines what and when local data is transmitted to connected vehicles. A low-level fusion 

(figure 2a) transfers raw data directly from the sensors to connected vehicles. Low-level fusion allows for 

more accuracy when processing data from distinct manufacturers [8], though requires large bandwidth since 

the raw data files are the largest. The issue is that the communication delay increases in uncertainty with the 

increase of the data size [4]. Feature-level fusion (figure 2b) is when local data is passed after the features are 

extracted from raw data but prior to cooperative perception calculations. High-level fusion (figure 2c), sends 

local data after the cooperative perception calculations and is the most common approach as the complexity is less than 

the other two fusion levels. High-level fusion allows for the smallest data transfer size of the 

three levels. High-level fusion requires a reference object to be shared between vehicles and is best when 

communicating with vehicles whose components are from the same manufacturer [8]. 

 

The sensors on a vehicle consist of three different types: motion, range, and vision. Motion sensors collect 

speed and direction; range sensors consists of light detection and ranging (LiDAR) and radio wave (radar) sensors; vision 

sensors are cameras that collect images or video of the vehicle’s surroundings. Feature extraction is where some initial 

calculations for cooperative perception occur and utilizes the data from motion and range sensors. The data from motion 

sensors is used in the calculation of the vehicle’s change in position over time. Range sensor data is utilized to calculate 

the location and tracking information of an object. The feature extraction results are used by the cooperative perception 

block for further calculations. 

 

The cooperative perception box is where local (raw sensor and feature extraction) and remote data are 

utilized to assist with various calculations pertinent to safe functionality of autonomous vehicles. Cooperative 

perception allows the vehicles to become aware of its surrounding environment. The local data for detection 

and tracking of objects is combined with remote data to assist with any hidden objects that the local vehicle’s 

sensors were not able to detect allowing the vehicle to make movement predictions (slow down, stop, lane 

changing, etc.). A more in-depth discussion about cooperative perception can be found in section 3. 

 

The job of the cooperative driving section is to notify the driver as soon as they should be cautious, based on 

the position of surrounding objects. Cooperative driving relies on the calculations provided by the cooperative 

perception box to determine when notifications are necessary and when to move (achieved through driver 

warning and lane changing algorithms). More on cooperative driving can be found in [4] and [3]. 

 

Wireless communication between connected vehicles is how local data is shared remotely and will be referred 

to as messages in accordance with [4]. There is a trade-off between communication performance and information quantity 

so the message size and transmission period should be carefully considered [11]. A more 

in-depth look into the wireless communications can be found in section 3. 

 

3. Cooperative Perception 
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Cooperative Perception, or Cooper [8], is the process of using shared remote data from connected vehicles in order to 

increase the overall accuracy of the local data. The data shared between the vehicles can help identify hidden objects that 

local sensors of a vehicle may not have sensed. The vehicle achieves an understanding of its surroundings through object 

detection and map merging and uses wireless communication to receive and transfer data between connected vehicles. 

 

Object Detection 

 

In order for a vehicle to navigate the roads safely, it must interpret sensor data to recognize obstacles on 

the road (traffic signs, road markings, pedestrians, etc.). Data from connected vehicles can help improve the 

accuracy of object detection as well as assist the vehicle in identifying hidden objects that were not sensed 

by local sensors. 2D object detection relies on data received from image sensors such as cameras or video 

and 3D object detection relies on LiDAR sensors for object detection in the vehicle’s surroundings. 

 

Deep Many-Tasks (Deep MANTA) [6] introduces a convolutional network that detects vehicles simultane- 

ously, localize vehicle parts (even when the parts are not visible), produces a visible characterization, and 

determines a 3D dimension estimation of the vehicle with the use of 2D imaging. Deep MANTA relies on is 

a new coarse-to-fine architecture which boosts vehicle detection. 

 

LiDAR point clouds have an advantage of spatial dimension over 2D images though re-constructed data from 

different LiDAR devices could have different point densities. The higher in density the LiDAR is, the higher 

its resolution (resulting in higher accuracy) but the more expensive it is. An industry standard 64-beam 

LiDAR, provides the highest density while a 16-beam LiDAR provides sparser data though is much more 

affordable. Researchers at [8] propose a detection method that works on both high-density and low-density 

data. The approach involves the use of Sparse Point-cloud Object Detection (SPOD) since it can modify 

low density point clouds. Researchers at [8] suggest the use of cooperative sensing methods to improve the 

overall detection accuracy of the LiDAR. 

 

Due to the price in LiDAR hardware, image data can help to improve the accuracy of lower-tier LiDAR 

equipment. [10] propose a novel Camera-LiDAR Object Candidates (CLOCs) fusion networks significantly 

improves the performance of single-modality detectors through a low-complexity multi-modal fusion frame- 

work. [5] apply a new approach to extract low-level visual features based on spatial pooling to achieve high 

object detection performance with a focus on pedestrian detection and tracking. 

 

Map Merging 

 

Map merging assists the vehicle in understanding its surrounding on the roads. With the use of range sensor 

technology, scan matching has been essential for map building, map merging, and pose estimation [4]. The 

Cooperative Perception, or Cooper [8], is the process of using shared remote data from connected vehicles in 

order to increase the overall accuracy of the local data. The data shared between the vehicles can help identify idea behind 

scan matching is to find a transformation that correlates between the scanned local data and 

the range sensor data. One of the goals of researchers at [4] is to establish a spatial map that is sufficient 

for driving control assistance with the use of scan matching exploring both closed-form solution (ICP) and 

correlative scan matching (CSM). 

 

ICP finds the closest point as the correspondence and uses a formula to find where the solution converges 

[4]. There is no guarantee that the closest point is the correct corresponding point leading to many cases 

where the maps are partially overlapped or scan points do not match up exactly. Scan points are limited 

by the hardware of a sensor resulting with differences in sensing range or resolution. [4] suggests that the 

closest point should be limited by some threshold distance. 

 

CSM relies on a probabilistic scan matching method [4]. Through the current observations of the data, CSM 

finds a pose that is most probable by comparing previous observations of the observation model of a map, 

pose of an observer, and the sensor readings. CSM is able to provide a strong solution by finding the global 

maximum value [1]. 

 

When merging map data from multiple vehicles, the sensor configuration can vary between vehicles giving 

a level of complexity when trying to identify the relative positions as the maps for each vehicle will have 

varying scan points. Areas that do overlap may not be sufficient enough to be useful due to the longer safety 

gaps for collision avoidance [4]. Non-vehicle objects (trees, moving pedestrians, etc.) add more complexity 

to the situation. 

 

Wireless Communication 
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Wireless communication is essential for cooperative perception as it allows connected vehicles to share data. 

One of the many considerations when using wireless communication is the amount of data that will be 

transmitted between vehicles, which can be determined by the fusion level as discussed in section 2. The size 

should be carefully considered as communication delay becomes more uncertain as the size of data increases 

[4]. 

 

Researchers at [3] tested the movement of data utilizing four different wireless connections, IEEE 802.11g, 

IEEE802.11n, 3G HSDPA, and 4G LTE. Performance in the average communication delay was better for 

IEEE 802.11g and IEEE 802.11n wireless communications than 3G HSDPA and 4G LTE. Though, the 

performance of IEEE 802.11g and IEEE 802.11n both decrease as the distance between vehicles is increased 

while 3G HSDPA and 4G LTE were not affected by the distance between the vehicles [3]. Research conducted by [11] 

aims to improve the reliability of vehicle-to-everything (V2X) communication utilizing the common ns-3 network 

simulator. The connections tested use the IRS-G5 V2X standard, which is based on the IEEE 802.11p Wi-Fi, and transmit 

with the Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) protocol. The reliability of the V2X 

communication depends on the channel load [11]. 

 
Figure 3: PER Comparison of IEEE 802.11p (red) and LTE-V2X (blue) by [9] 

 

Cellular V2X (C-V2X) is being researched by [9] to leverage and enhance current cellular network features 

and elements to enable low-latency and high-reliability communications among various nodes in vehicular 

networks. IEEE 802.11p is considered to be a dedicated short-range communications (DSRC) which is 

considered a V2X technology by the Institute of Electrical and Electronics Engineers (IEEE) organization. 

For C-V2X, the connection relies on cellular radio instead of WLAN for the connection. Figure 3, from [9], 

shows the comparison of the packet error rate (PER), which is used to test the performance of an access 

terminal’s receiver of IEEE 802.11p (red) and C-V2X (blue). The C-V2X connection is able to establish a 

better wireless communication for a distance of approximately 600m. 

 

4. Future Experiments 

 

Security is a huge concern with having connected vehicles share information. Two notable papers pertaining 

to autonomous vehicle security are [2] and [12]. Researchers from [2] bring up the importance of security 

and address many challenges pertaining to unmanned autonomous vehicles. The researchers suggest a new 

way to view various unmanned autonomous vehicles with spatially secure communication. Researchers from 

[12] work to improve security through a multi-layer defense framework in order to achieve a secure flow for 

information from external communication to the physical autonomous vehicle. 

 

Researchers from [9] have a few suggestions in further development of the C-V2X communication technology. 

Multi-access Edge Computing (MEC) is a potential upcoming technology of 5G networks. To integrate 

C-V2X with MEC include various challenges in order to achieve efficient convergence of the communication- 

computing-storage resources [9]. 

 

Other ways to assist with the advancement of cooperative perception is through the use of edge devices, 

which is an infrastructure in which the autonomous vehicle can receive information about detected objects 

in the area. Researchers at [13] developed a Vehicular Edge Computing Scheduling Pipeline for connected 

and autonomous vehicles. The edge computation assists the autonomous vehicles with data transfer and 

fusion for cooperative object detection of multiple vehicles to assist with the autonomous vehicle’s perception 

of a large area. Object detection is one of the foundations that must be further developed for safe self driving autonomous 

vehicles. Works such as [5] have combined research to utilize both image and LiDAR detection. While others [8] focus 
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on advancing specifically detection through LiDAR. With an increase in accuracy for detected and tracked objects, 

autonomous vehicles will become safer drivers. 

 

5. Conclusions 

 

Through wireless communication, vehicles are connected in order to share local data. Cooperative perception in 

autonomous vehicles is the idea of using the shared data in order to obtain higher accuracy in object detection and map 

merging to procure a safer self driving potential. Data from motion, range, and vision sensors are used from both the 

local and remote vehicles to perform calculations for cooperative perception. Cooperative perception calculations are 

used in cooperative driving to assist the driver in maintaining safety while driving and performing safe lane changes. 

Wireless communication reliability is a hurdle to overcome in order to achieve full automation. The size of the data being 

sent is indirectly proportional to the communication certainty of the wireless network. There is still much to accomplish 

in security, wireless communication, infrastructure connection, and cooperative perception in order to achieve a safe and 

fully autonomous self driving vehicle. 
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INTERNET OF VEHICLES (IOV) SYSTEMS OVERVIEW 

A. Overview 

In the new era of the Internet of Everything (IoE), the traditional VANETs enabled by vehicle- to-vehicle (V2V) and 
vehicle-to-infrastructure (V2I) communication have evolved to the Internet of Vehicles (IoV). IoV is the concept that 
connects smart and intelligent vehicles to any other entities around them, such as vehicles, infrastructure, pedestrians, 
networks, grids, UAVs, etc., through vehicle-to-everything (V2X) or cellular V2X (C-V2X) technologies [1]. The 
generic view of IoV is shown in Fig. 1. 

B. Applications 

IoV is expected to solve the major challenges of our transportation by improving road safety, minimizing road 
congestion, reducing fuel consumption and CO2 emissions, solving parking issues, and minimizing expenses and space 
by enabling cab sharing, etc. The remarkable advancements in on-board capabilities of vehicles (sensing, computation, 
storage, communication), radio access technologies (RAT), network architectures, protocol stacks have enabled 
automated driving and platooning. These advancements brought IoV to the center of Industry 4.0. and led to 
promising areas of intelligent transportation, vehicle manufacturing, payment services, predictive maintenance, usage-
based insurance, intelligent parking, automation, infotainment, software, energy, secure data sharing, data trading, 
vehicle life cycle, etc. [2]. 

 

Fig. 1: An Overview of Internet-of-Vehicles 

C. Key Enablers 

To support a wide variety of IoV applications and services, some of the best-known RATs are DSRC / IEEE 802.11p, 
Wi-Fi, 4G, new 5G (NR) radio, 6G (envisioned) [3], white space TV, millimeter wave (mmWave) and visible light 
communications (VLC). Three well-known regional protocol stacks developed over DSRC for vehicular 
communications are Connected Vehicle (WAVE), the Cooperative-ITS (C-ITS), and the ARIB STD-T109 in the USA, 
Europe, and Japan, respectively [4]. However, it is soon realized that a single RAT (DSRC) and traditional solutions at 
core may not support diverse QoS requirements of emerging applications. For instance, these regional protocol stacks 
over DSRC may not be sufficient to provide the end-to-end latency and throughput requirements of Autonomous 
Vehicles (AVs). Thus, various technologies are being developed and tested to handle the highly dynamic (variable 
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density, high mobility, diversified QoS) and complex IoV. The ultimate goal is to provide secure, seamless, ultrareliable 
low latency connectivity and support high throughput and high capacity. 

Artificial Intelligence (AI) s a promising approach for making IoV intelligent. AI is imple- mented using machine 
learning (supervised, unsupervised, reinforcement) models. AI integration into IoV can help improve resource allocation 
and management, decision making, and detect misbehaviors, anomalies, and intrusions. Blockchain is the next 
revolutionizing technology [5], which can be integrated as a decentralized security framework in the IoV. Leveraging 
Blockchain into IoV can improve security, privacy, and trust. It can secure the cyber-physical system (CPS) of connected 
and autonomous vehicles (CAVs), boost PKI capabilities, and enhance the scalability and availability of the IoV 
security framework. The inherent characteristics of Blockchain can also be capitalized to enable a wide variety of 
services in IoV, such as secure data sharing and trading among two or more entities. 

 

Fig. 2: AI and Blockchain for IoV 



14 
 

I. AI AND BLOCKCHAIN FOR IOV 

In this section, we discuss major IoV challenges that AI and blockchain can solve. 

A. AI for IoV 

Fig. 2a lists major IoV challenges such as mobility management, radio, and network resource management, and 
security [3], where AI/ML can play a vital role. 

Finding the vehicle’s future position in IoV is challenging because of its highly dynamic nature. Mobility prediction 

can play a crucial role in various applications and services for IoV. AI and ML can help in an accurate mobility 

prediction, facilitating better handover and radio resource management and avoiding degradation of the expected QoE 

and QoS. 

The conventional techniques in the radio access network (RAN) may not satisfy the high throughput and ultralow-

delay requirement of IoV. Thus, AI/ML techniques are being explored to address the challenges associated with 

conventional radio resource allocation, radio configuration, multi-radio access, tracking, and beamforming. 

The HetNet scenario results in new challenges at the core network of IoV in terms of network resource allocation, 

configuration, management, and traffic control. The AI/ML techniques are being widely used in IoV for network radio 

resource allocation, transmission power control, beamforming, load balancing, scheduling, traffic offloading, admission 

control, dynamic routing, etc. 

The cyber-physical systems of smart and connected vehicles and V2X communication are susceptible to various 

hacks and attacks. Major attacks are denial-of-service (DoS), Replay, Sybil, man-in-middle, bogus and fake 

information propagation, wormhole, blackhole attacks, etc. The malicious behaviors of IoV users are another big 

challenge. Although various solutions (PKI, group signature) have been proposed, the detection of malicious behavior, 

anomaly, and intrusions, and prevention from the mentioned attacks remains the biggest challenge to be addressed. 

Various deep learning models are being explored to detect misbehavior and attacks and help the trusted authority take 

preventive measures. 

 

B. Blockchain for IoV 

IoV ecosystem (in-vehicle (sensors), communication (V2X), control, applications, and ser- vices) faces several 

challenges in terms of security, privacy, trust management, data, and resource sharing and trading. Fig. 2b lists IoV 

challenges related to security, privacy, trust, and secure data sharing where blockchain can help. 

1) Blockchain to solve the challenges of IoV: The list of IoV challenges that blockchain can 

solve are as follows: 

a) Security, Privacy, and Trust: Integration of sensors and vehicle-to-everything connec- 

tivity expands attack vectors for malicious entities. Extensive data sharing and open wireless 

broadcast attract adversaries to exploit privacy. IoV users with malicious intents exploit existing 

security flaws to gain over others. The blockchain integration into IoV with smart contracts and 

an advanced cryptographic approach can address these challenges, improve security, preserve 

privacy, and build trust. 

b) Availability and Fault Tolerance: In a state-of-the-art centralized IoV system, tackling the 

single point of failure and ensuring data and service availability are among the most significant 

challenges. The distributed and decentralized nature of blockchain eliminates the reliance on 

central servers or clouds and allows replication of records among other peers. Thus, blockchain 

adoption can make IoV fault-tolerant, and resilient [6]. 

c) Data Sharing: The CAVs generate massive data, which must be shared securely among 

peers and service providers for safety, traffic, and other services. However, the state-of-the-art data 

sharing mechanism lacks security, user privacy, reliability, trust, and efficiency. Blockchain has 

proven its strength to build trust and reliability in similar topologies and is capable of resolving other 

limitations of secure and private data sharing of IoV. 
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d) Data and Resource Trading: IoV provides excellent business opportunities for vehicle 

owners and service providers by enabling the trade of data and resources. However, the existing 

system does not facilitate such a platform for data and resource trade, which is fair, secure, 

transparent, and preserves the user’s privacy. Blockchain has the potentials to provide a secure, 

trusted, fair, and decentralized platform for data and resource trading among various IoV entities. 

e) Traffic Monitoring and Control: The traffic monitoring (traffic condition, rule violation), 

automated traffic control & management rely on data generated by vehicles uploaded to RSUs and 

edges for storage. However, they are vulnerable to attacks related to data availability, data 

integrity, and user privacy. The immutable nature of blockchain makes it difficult for the 

adversaries to alter those data. The distributed storage features can enhance accessibility and 

ensured security against DoS attacks. 

f) ITS and Payment Services: With a massive number of vehicles on the road, it is very 

challenging to implement ITS and other payment services like E-tolls, intelligent parking, usages 

based insurance, over-the-air update, etc. Blockchain with the smart contract can securely and 

efficiently implement these services. 

 

C. Joint AI and Blockchain for IoV 

In this paper, we propose to leverage the salient and best features of both blockchain and AI for security, 

privacy and trust-related risks to make IoV resilient and intelligent for better performance. We also present open 

problems, challenges and requirements and potential solutions using ML and blockchain to address aforementioned 

issues in IoV. 

II. THE NEED FOR SECURE AND RESILIENT VEHICULAR PKI 
 

 

Fig. 3: Security Risks at In-Vehicle System 

 

Over the years, IoV has witnessed security attacks and hacks (DefCon, GeekPwn) [4]. The attack surface is 

increasing day by day because of feature integrations in the form of intelligence (sensors, ECUs, CAN), applications, 

services, and HetNet connectivity (V2X). Researchers have also raised concerns over open V2V communication, 

which can be exploited by adversaries to breach privacy by linking pseudonyms and tracking the movement [7]. This 

section highlights security privacy and trust issues and key requirements to these ends. 
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A. Security and Privacy Risks 

Security risks of IoV are on the following aspects In-vehicle (Connected and Intelligent devices and applications), 

V2X communication, Service platforms (Edge, Fog, and Cloud), and Data. Fig 3 illustrates how the in-vehicle 

system of CAV itself is vulnerable to various types of attacks. V2X communications have several security risks 

associated with them. Mainly due to flaws in the communication protocol stacks, lack of proper security management 

and detection mech- anisms, and vulnerabilities in RATs interface and mode of communications. Some of the well- 

known attacks are DoS, DDoS, man-in-the-middle (MiM), Sybil, Greyhole, Blackhole, and Wormhole. 

The centralized service platforms on clouds face several security challenges due to the lack of strong access control 

policies, certificate management, authentication mechanism, audit, intrusion detection mechanisms, etc. They are also 

vulnerable to DoS and DDoS attacks. 

The security of data generated and exchanged by various entities of IoV is paramount. For example, data 

related to location, speed, heading, brake, acceleration, tire pressure, fuel consumption, vehicle profile, driving behavior, 

etc. These data enable safety applications, traffic management, and other services. If these data are falsified or tampered 

with, it will be a severe threat to drivers and occupants’ safety. Traffic management, services, and associated business 

applications will also be affected. 

As shown in Fig. 4, location tracking by dumping V2V safety messages (BSMs and CAMs) and performing 

syntactic and semantic linkage attacks are among the main location privacy risks. Since these safety messages are 

delay-sensitive and disseminated in V2V mode as plaintext (encryption not recommended due to delay), an adversary 

can easily eavesdrop and extract useful sensitive Spatio-temporal information. The adversary can use powerful tracking 

algorithms to reveal the location of the driver and occupants. Data shared with service providers and uploaded to cloud 

platforms via secure V2I also poses a privacy risk. For example, vehicle data are shared with manufacturers, insurance 

firms, service centers, map providers, and others for better services but can also be exploited to breach privacy. 

 

B. Misbehaviour and Malicious Activities 

Vehicles, roadside sensors (traffic detecting units), RSUs, network elements, and other IoV entities register with 

trusted authorities and receive certificates (long-term and short-term) and cryptographic materials (key pairs). These 

materials and certificates are used in communication to ensure confidentiality (V2I/I2V, I2I), integrity, authenticity 

through the signing and verification process. On the other hand, these certifications and materials do not safeguard the 

IoV from internal threats posed by compromised, malevolent, or misbehaving entities. For example, a vehicle in the 

network can broadcast misleading and false information about its kinematics, creating chaos and jeopardizing road 

safety. Similarly, a compromised or faulty traffic detection unit (TDU) can push wrong traffic info (congestion at that 

road even when no traffic) to the traffic authority (TA). When this incorrect info is propagated to commuters by TA, it 

may disrupt the entire traffic in that zone. Such types of actions are known as misbehavior in IoV. Malicious entities can 

transmit misleading information on purpose, while malfunctioning or compromised entities can unintentionally convey 

wrong info. These attackers are considered insiders and active attackers since they have the necessary certificates and 

cryptographic materials to communicate in an IoV. By getting access to their vehicle’s CAN bus (since the 

protocol is vulnerable), these attackers can change the payload of outgoing safety and awareness messages. It’s also 

conceivable for attackers to use a MiM and replay attack to change sensor data. [8]. 
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Fig. 4: Privacy Risks in IoV 

 

 

Fig. 5 depicts an example of one such type of misbehavior known as position falsification attack. The vehicle 

misbehaves by changing the payload of the safety message to produce bogus positions and broadcasting them through 

V2V. As depicted in Fig. 5, When the misbehaving node is close to the position of the intersection, it is 

overwhelming false location information and creating confusion for other vehicles [9]. Such types of misbehavior can 

have disastrous consequences, which may pose a risk to other nodes nearby. Because the message is generated by 

an insider (authorized peer), it gets verified and accepted for processing by other receiving vehicles that are part of the 

same authentication system. As a result, a wide range of safety-related applications that rely on actual position data 

may be adversely affected. 

 

C. Security, Privacy and Trust Requirements 

Avoiding those IoV security and privacy risks and misbehavior may lead to severe conse- quences. Thus, 

guaranteeing security and privacy and dealing with misbehavior (trust manage- ment) are vital requirements of the 

IoV for its acceptability. Some of those key requirements are summarized below. 

1) Security Requirements: There is a need for strong security solutions and mechanisms at 

different levels of IoV. 

In-vehicle Security: The in-vehicle system demands advanced hardware security solutions and modules to secure 

OBD2, ECUs, T-BOX, event recorder, storage, onboard units, sensors (LiDAR, RADAR, GPS, Cameras, TMPS, 

Gyroscope), etc. There is a need for secure design and development of software (OS and Apps) and firmware of the 
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vehicles. Over-the-Air update of software and firmware needs to be secure and immutable. The in-vehicle  

 

 
 

Fig. 5: Misbehavior (Position Falsification Attack) in IoV. 

 

communication modules such as CAN, FlexRay, LIN, Ethernet, Bluetooth, etc., need to be secured. The core security 

functions such as encryption, access control, authentication, integrity check, signing, and verification need to be 

utilized. Besides, we need to have a strong firewall and anomaly detection mechanisms for the in-vehicle system. 

V2X Security: Securing the HetNet V2X communications (DSRC, cellular, VLC, Wi-Fi, etc.) will be challenging. 

However, all forms of V2X communication need to fulfill the following security requirements. (1) Advanced 

cryptographic approaches must be used to fulfill security requirements such as availability, access control, 

authentication, confidentiality, non-repudiation, integrity, and data verification at different planes of IoV. These should 

be used in such a way that data from an authenticated entity can be transmitted to other entities(s) of the system securely 

without any alteration or tampering. (2) The consistency and rationality of the communication data need to be protected. 

(3) The security of data stored at the cloud, fog, and edge and their secure exchange (offloading, uploading) with 

infrastructure and vehicles must be guaranteed. 

Service Platforms: Deployed security capabilities for cloud platforms need to be strengthened for IoV services. 

Essential security requirements are as follows. (1) The data access control mechanisms need to be enhanced and highly 

secured. (2) Need to ensure secure cross-cloud (OEMs, government agencies, service providers) or fog interactions. (3) 

There is a need to establish trust among service providers to determine the level of data sharing and exchange. (4) Strong 

authentication mechanisms, security policies, and firewalls must be in place to secure user and vehicle data stored 

in the cloud from malicious users and hackers. 
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Privacy Requirements:: A strong privacy protection mechanism is required to prevent attackers 

from exploiting private data about the vehicle, the driver, and the occupants. In IoV, there are three 

distinct kinds of privacy protection mechanisms: (1) Vehicle’s actual identity should not be 

revealed. (2) Vehicle’s location should not be tracked, and (3) All data exchanged in IoV are protected against privacy. 

The following are the IoV’s most important privacy requirements: [10]: 

Minimum disclosure: The information about the user that is absolutely necessary for IoV functionalities should be 

revealed, and it should be kept minimal. 

Anonymity: The usage of pseudonyms provides anonymity, which is one of the most common ways to preserve 

privacy. For example, the messages delivered by a vehicle should be anonymous within a set of subjects, such as potential 

vehicles, and should not reveal the vehicle’s real identity. Unlinkability: The use of a pseudonym aids authentication 

while keeping the true identity hidden. However, if a pseudonym is used in the same context for a long time, it 

will become linkable. Therefore, to achieve the unlinkability of pseudonyms, a set of pseudonyms is used. 

To avoid linkability in the given context, these pseudonyms must be changed over time. 

Trust Management: In the IoV, trust management is a crucial concept for identifying and 

revoking malicious and misbehaving nodes. The adoption of proper trust models helps in 

determining the trustworthiness of the message and its sender. The following are the major 

requirements for trust management in IoV: Misbehavior Detection: One of the most important 

aspects of trust management is detecting malicious and misbehaving nodes. Its goal is to keep 

an eye on the system in order to spot any potentially misbehaving nodes and keep the IoV 

from straying from its normal course. The technique for detecting misbehavior works in four stages 

[8]: Local detection of the misbehaving entity, reporting of the misbehavior to the central authority 

or Misbehavior Authority (MA), assessment by the MA to establish whether the entity is truly 

misbehaving or simply faulty, and lastly reaction by the registration authority (RA) to protect the 

system. 

Accountability and Traceability: To establish accountability, the specified action should be unambiguously 

assigned to an individual entity via a fair methodology or protocol. Traceability can help with this in the IoV. Only 

authorized and highly trusted authorities should be able to trace a pseudonym and link it to the user’s true identity. 

Under some specific instances, such authorities must attempt to trace or map a pseudonym to a real identity. Only MA, 

for example, should be permitted to do tracing in order to identify the real misbehaving entity. 

Revocation and CRL Distribution: When misbehavior is detected, trust management in the IoV should have a fair 

revocation process that can act effectively. Some reputation-building processes with a reward and penalty system 

should also be implemented. If the misbehavior is deliberate, the corresponding vehicle should be penalized, and its 

reputation score should be deducted. Such misbehaving entities should be issued a warning. After crossing the specified 

threshold, an active revocation (revocation of current certificates) or passive revocation (not able to request more 

certificates) should be invoked. 

Scalability: Since IoV is very dynamic (varying density), it can experience high traffic during peak hours. Thus, 

the system deployed for trust management must be scalable to deal with a large number of nodes. 

Decentralization: Centralized trust management systems for IoV face several challenges in terms of performance, 

scalability, robustness, fault-tolerance, privacy, and security [11]. Thus, there is a need for fully decentralized trust 

management for highly dynamic and distributed IoV. 

 

D. Standardization Efforts 

The security standard IEEE 1609.2 specifies security, privacy protection, and trust management in the connected 

vehicle protocol stack of the USA. The security standards ETSI TS 102 940 V 1.2.1 and ETSI TS 102 941 specify 

the security, privacy, and trust in the Cooperative-ITS protocol stack of Europe. Various other efforts are underway 

by SAE (J3061), ITU (FG and SG17), ISO/TC22, CEN, and 3GPP (C-V2X). The IEEE and ETSI standards recommend 
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using pseudonyms for privacy. However, determining when and how to change pseudonyms is still a work in progress. 

Misbehavior detection and trust management are still in the initial phases of development under those standards. 

 

AI AND BLOCKCHAIN BASED FRAMEWORK 

The integration of AI and Blockchain in IoV can help to a great extent for its security privacy and trust management. 

In this section, the AI and Blockchain driven solution for the same is discussed through a generic illustration (Fig. 6). 

 

A. ML for Intrusion and Misbehavior Detection 

Machine Learning (ML) paradigm facilitates building models that can anticipate the expected behavior by learning 

from experience. The data-driven approaches enable the machine to learn the relationship, which are hidden, and models 

for misbehavior detection can leverage this to find deviations. The deep learning models are found suitable in 

approximating such relationships. 

Over the years, various ML-based solutions have been proposed for intrusion, anomaly, and misbehavior detection 

in VANETs. As shown in Fig. 6, the ML can help to detect intrusions in in-vehicle network and misbehavior in 

vehicular as well as infrastructure plane of IoV. 

For an in-vehicle network, the intrusion is detected by comparing the current action against the expected actions. The 

deep learning models can extract the features from the behavior patterns of the nodes and look for the existing feature 

map to predict the malicious activities of node(s). The training of deep learning models through probability-based 

feature vectors will also be helpful in detecting intrusions. 

For misbehavior detection, the power of ML can be utilized to cope up with insider attacks. First, data-centric 

mechanisms (basic plausibility checks) can be used to check message consis- tency in the vehicular plane. For example, 

to check if two consecutive safety messages coming from the same node have plausible separating distance or not. 

Based on the results, the node- centric approach powered by deep learning models at the infrastructure plane can be 

invoked to detect the misbehaving or faulty entity. 

 

B. Blockchain for Security, Privacy and Trust 

In IoV, a blockchain can be deployed at different planes such as in-vehicle, the RSU or edge plane, and at 

service plane (standalone or hierarchical way). The planes that can support resources required for the transaction 

processing and procedure for forming new blocks can be considered. The private blockchain is found to be more 

suitable for such contexts. 

Security: To secure complex cyber-physical system against hacks and attacks (mentioned above) of in-vehicle, there 

can be a separate private blockchain. The powerful nodes, such as gateways and switches, can be considered as 

blockchain nodes. The consensus protocols can keep nodes synchronized with each other. All communications 

across ECUs can be considered as transactions. The smart contracts can be used, which can invoke ML for anomaly or 

intrusion detection, and if detected, those transactions can be dropped (depending on the defined danger level) and 

should not be considered in blocks. Similarly, to secure vehicular plane, blockchain deployed at the edge can be helpful. 

Participating vehicles generate a series of transactions for various events happening on the road, such as applying the 

harsh brake, detecting slippery roads, etc. Transactions generated by vehicles on the road are sent to the associated RSU.  

The suspicious transaction can be dropped at the edge level (smart contract can be used with local detection events). 

An RSU stores the transaction in its memory pool and simultaneously propagates the transaction among the peer RSUs. 

The block formation task is entrusted to the RSUs (edge nodes). RSUs pick a random set of transactions from their pool 

of received transactions and perform a mathematical operation on the selected transactions in order to form a block. 

Once a block is formed, an RSU propagates the formed block to its network of RSUs. Each RSU in the network 

verify the received block and accept it if it is a valid one. 
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Fig. 6: AI and Blockchain for Security Privacy and Trust in IoV (a Generic View) 

 

Privacy and Trust Management: The Public Key Infrastructure (PKI)-based pseudonym authentication 

mechanism can be used in the deployed blockchain at the cloud with a certain decentralization for better certificate and 

pseudonym management and their efficient distribution. The location privacy can be preserved with masquerading 

concepts over the existing pseudonym change mechanism, which need to be backed up by proof-of-claim and casual 

dependency to ensure traceability (by trusted authority) and non-repudiation [7]. To preserve the privacy in data 

sharing, smart contracts can be used to sign agreements between the vehicle (owner) and service providers. The 

blockchain can be invoked to ensure that signed smart contacts do not 
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get tampered with. It also enforces proper access control to implement secure and authentic data accessibility and 
services. The reputation management can also be implemented using smart contracts to penalize the misbehaving 
vehicles and revoke the certificate or rewarding them (better trust value) based on the report received from the 
infrastructure plane. The power of AI can be utilized to ensure accountability in the system. 

 

OPEN CHALLENGES AND RESEARCH PERSPECTIVES 

This section of the article discusses challenges and research opportunities in AI and Blockchain enabled IoV. 

 

A. Performance: Latency, Throughput, Energy and Scalability 

Blockchain and AI adoption to IoV may require handling massive data and transaction pro- cessing in a highly 

dynamic environment. Thus maintaining performance to the allowable la- tency threshold, throughput, and energy are 

major concerns [12]. The acceptable latency for safety and non-safety applications is in the range of 100ms to 1 

second. For delay-sensitive safety applications, maintaining latency in milliseconds for the entire process of 

communication, transaction processing, consensus, and block formation will be the biggest challenge. Similarly, 

maintaining throughput, minimizing energy consumption (mainly electric vehicles), and dealing with a large number 

of nodes in peak hours of IoV are the biggest challenges of AI and Blockchain integration. 

 

B. Security, Privacy, Transparency 

AI and Blockchain integration into IoV may result in a tradeoff between Security and Privacy and Privacy and 

Transparency. Dealing with such a scenario will be very challenging. Security flaws have also been reported to 

Blockchain technology structure, peer-to-peer system, and application in the past. The poisoning attack in AI/ML 

algorithms may mislead the decision making. Ensuring anonymity of users’ identity and providing unlinkability of 

transactions are two major concerns from a privacy perspective. AI powers can be misused to link the pseudonym 

identity and transactions. Thus security, privacy, and transparency need to be widely explored prior to AI and 

Blockchain integration. 

C. Heterogeneity, Deployment Strategies and Standardization 

IoV is heterogeneous at access networks, core network technologies, data formats, etc. Thus, dealing with HetNet 

and different data formats and semantics are very challenging. AI and Blockchain deployment strategy used in one 

scenario of IoV may not be suitable for other scenarios. For example, Proof-of-Work (PoW) may be ideal for delay-

tolerant non-safety applications where security is a major concern but not suitable for delay-sensitive safety applications. 

Similarly, if the complex AI models (deep learning) used with PoW may lead to high computation, overhead, and 

delay. Thus, the selection of a proper combination of AI and Blockchain is challenging. The interoperability and 

standardization of the AI and Blockchain deployment strategy for IoV remain the most significant concerns to be 

addressed. 

There are enormous research opportunities to tackle the challenges mentioned above. How AI and Blockchain 

can complement each other in IoV is not yet explored much. More efforts need to be put in to fulfill the QoS, security, 

privacy, and trust requirement of IoV. Making the Blockchain solution for IoV quantum secure using advanced 

cryptography such as lattice-based and multivariate mechanisms is one of the hot topics. How private blockchain can 

be used to secure the complex in-vehicle CPS is another area of research. Designing and developing the adversarial 

machine learning models for IoV is another open research area. The HetNet scenario of IoV itself opens enormous 

research opportunities to develop a common, interoperable, and standard security framework. 
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CONCLUSION 

For public acceptance and successful implementation of IoV, security, privacy protection, and trust management are 

critical aspects. The Blockchain and AI-based solutions can be integrated with the widely used security infrastructure, 

namely PKI for IoV, such as Security certificate management System (SCMS) in the USA and ETSI TS 102 940 

and 941 in Europe to achieve the desired level of protection against security and privacy threats. The trust management 

process can also be enhanced by ML-based misbehavior detection and inheriting the blockchain-based incentivization 

approach for revocation (reward and penalty). The AI can help detect anoma- lies and intrusions at different planes 

of IoV when invoked through the smart contract logic. Blockchain as a decentralized solution can prevent malicious 

activities and resolve fault-tolerance and scalability issues. This article discussed the role of AI and Blockchain in IoV 

separately. Then highlighted the security, privacy, and trust issues in the IoV. How AI and Blockchain can help in dealing 

with security, privacy and trust issues was discussed through a framework. Furthermore, this article has discussed 

several open challenges and possible future research directions to tackle them. 

 

REFERENCES 

[1] H. Abou-Zeid, F. Pervez, A. Adinoyi, M. Aljlayl, and H. Yanikomeroglu, “Cellular v2x transmission for connected and  

autonomous vehicles standardization, applications, and enabling technologies,” IEEE Consumer Electronics Magazine, 

vol. 8, no. 6, pp. 91–98, 2019. 
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1. Introduction 

Autonomous vehicles are becoming more and more relevant today. There is no denying the benefits of an 

autonomous vehicle in terms of driver and pedestrian safety. By delegating the driving decision to on-board 

computing units, the driver-related issues such as driving under the influence and other human operating 

errors are significantly reduced. In addition to the safety benefits, we are also witnessing a blossom of 

various other uses [22], [29], [34], with amber alert detection and collision avoidance being the most 

prominent [35]. To facilitate the self-driving process, various sensors need to relay their sensing data of the 

surrounding environment to the on-board computing unit. This is usually handled by an array of sensors such 

as the LiDAR, cameras, radar, GPS, IMU, and more. Due to the vast array of sensors, it is estimated that an 

autonomous vehicle will generate 4 terabytes of data 

or more in two hours [2]. To enhance driving, connected and autonomous vehicle (CAV) technology enables 

raw-data level and feature-map level data sharing among vehicles [5], [7], [8], which utilizes extraneous data 

from other vehicles to drastically improve the detection capabilities of a single vehicle. 

 

Currently, most car manufacturers focus on uploading their data to the cloud. However, the expensive data 

transmission, exacerbated network congestion and prolonged latency between vehicles and the cloud make 

real-time object detection inaccurate if not infeasible.  

 

With these limitations, autonomous vehicle manufacturers opt to use cellular connectivity to facilitate data 

between vehicles and computing platforms [1]. With 5G infrastructure yet to reach maturity, the information 

type, size, and variety are often restricted due to the availability and location [3]. We typically see the use of 

dedicated software and hardware such as dedicated short-range communication (DSRC) as the channel of 

data dissemination between different vehicles, but this too is limited to the information type and size. While 

DSRC can broadcast the GPS, IMU and speed information for other vehicles to stay aware, large sensor data 

from HD cameras and LiDAR requires higher bandwidth which DSRC cannot provide. Those 2D images 

and 3D point clouds are useful for improving the perception range and accuracy of vehicles leveraging edge 

computing [7].  

 

Extensive research on how to improve the safety for all parties involved in a autonomous car points to CAV 

as the solution [30], [31]. Stemming from this, with communication between vehicles, we open the 

possibility of cooperative perception, which eliminates many faults of a single vehicle operating on its own 

sensors. However, as is with all things, we face challenges in the area of cooperative perception as well. 

Works such as [4], [7], [8], [15] present the limitations as well as the advantages of sharing sensor data 

between vehicles.  

 

While these works greatly improve the outlook of autonomous vehicles, they still rely on the use of 

traditional platforms of data sharing such as cellular or DSRC. With the emerging edge computing paradigm, 

we find that although works such as [7] is suitable for edge, there are no end-to-end edge systems that can 

address the challenges of using the edge as well as the ability to fully facilitate the process of cooperative 

perception on the edge. In this paper, we design and evaluate our scheduling pipeline design for the transfer 

and fusion of different types of data between vehicles and edge nodes to achieve cooperative perception. We 

propose the use of edge nodes as a targeted and purposed system to facilitate the exchange of large sensor 

data towards safer driving. 

 

2. Related Work 

In this section, we investigate the existing literature on vehicular edge computing for scheduling and pipeline 

design in the connected autonomous vehicle (CAV). 

 

Edge for vehicles. [22] provided us a comprehensive review of development and challenges of autonomous 

vehicle in edge environment. [14] proposed a vehicle-to-vehicle communication enhancement scheme by 

introduced the hierarchical edge-based preemptive route creation, two-stage learning and context-aware edge 

selection approach to improve the packet forwarding performance. As edge computing becomes a 

mainstream solution to process data remotely for autonomous, [25] investigated the service migration and 
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resource management from intra- and inter-tier communication in edge and fog computing. In addition, 

many existing works mentioned about edge for vehicles but focused on MEC (Mobile-Edge-Computing). 

[12] an [16] solved the offloading and caching computing in vehicle networks for mobile-based edge 

separately. 

 

Resource allocation and offloading. Resource allocation plays an important role in CAV system 

optimization problem. [24] studied the tradeoff between execution time and energy consumption for the 

problem of computation offloading. They also designed a game theory model to minimize the combination 

of energy overhead and delay. Similarly, Zhang [33] designed a system to reduce the weighted cost of time 

latency and energy consumption using mobile devices as the edge ends. [20] also proposed a computation 

offloading technique in terms of energy-efficiency in edge cloud computing. [11] proposed a distributed 

offloading scheme by helping multiple users learn their long-term offloading strategies and proved a Nash 

equilibrium can be achieved. [19] propose a method 

to allocate resources in uncertain conditions improve the reliability of Vehicle-to-infrastructure system. 

 

Scheduling. Scheduling on edge side and between edge to vehicle is a prevalent topic in recent years. Most 

of the paper focused on communication and scheduling strategy on mobile based edge ends. [23] proposed a 

framework to formulate the communication and resource computation jointly and promote an optimal 

strategy on data scheduling using deep reinforcement learning approach. [9] optimized the task scheduling 

by designed a dynamic scheduling scheme regarding queue-based and time-based approach to allocate tasks 

in hybrid mobile environments. [21] designed a time-driven workflow scheduling mechanism to efficiently 

improve the completion time of reasoning tasks in edge environments by applying the Markov decision 

process and Q-learning algorithm in their simulated annealing. In addition, [32] also applied Markov 

decision process in their method but combine with other 

optimization algorithm in deep reinforcement learning. He also implemented a representative features 

extraction by merging parameter-shared network architecture together with convolutional neural network. 

 

3. System Design and Formulation 

We plan to design an optimization algorithm centered around the Edge side scheduling, with the primary 

focus being on the profiling and establishing the baseline performance of the native pipeline from F-Cooper. 

In Fig. 1, we detail the overall schematic of the system. Through this, we hope to make the first step towards 

eliminating the challenges of safe collaborative driving through the use of Edge, with the focus on edge 

design and scheduling. 

 

 
Fig. 1. The Vehicles designate cars with the capability of requesting service from the edge node network. As 

the requests are received, the edge node handling the message transactions will cluster the requests into 

potential groups for further processing. Through this pipeline, a wide array of models can then be deployed to 

the correct vehicle cluster for faster and more accurate processing. 
 
The Potential Problem Formulation is as follows. At any given timeslot, the data of each vehicle can be: 

(1) Processed locally: select features to send to edge. (2) In queue to be uploaded to the Edge: time restricted 

based on speed (Certain time frame before the location data is irrelevant.) (3) On the Edge awaiting 

processing or awaiting either deletion or storage. 

 

At any given time, the Edge node will consider the following: 
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(1). Resources available (Possible consideration of Down sampling) (2). Deadline assignment and tracking 

for each vehicle (3). Tasks awaiting execution (Estimated execution time) (4). Tasks in execution (Estimated 

completion time) 

4. Experiment and Analysis 

We conducted an experiment emulating the run-time process of F-Cooper using the open-source code cited 

in [7]. Through this, the vehicles will be able to request for an extension of F-Cooper to be performed. We 

then profile F-Cooper through analysis of the current pipeline implemented to identify potential points of 

optimization. 

 
 Temperature Power Memory Utilization 

GTX 1060 6GB 39C 27W/120W 301MB 1% 

Table I: The Status of the GPU when not under a workload. Here the Idle temperature of having F-Cooper 
loaded in the background is around 39 Celsius with a power draw of around 27 watts. The total memory 

usage is also very low at only 300 MB. 
 

As F-Cooper is inherently a lightweight process capable of running on an edge device, it has several 

components that we analyze through our experiment. Since F-Cooper supports the use of the GPU, we 

prioritize the utilization of the GPU over the CPU in our experiment. In our experiment, we will profile the 

following elements of the process in order to establish a good baseline for future work on the optimization 

and scheduling: (1). GPU usage (2). GPU energy consumption (3). Total Run-time for a complete processing 

run of one frame of data (4). Algorithmic break down of the components as well as their formulations  

 

In our proposed pipeline architecture, the data preprocessing for F-Cooper is not necessary as the 

handshaking assumes that the data is pre-compatible. Also, the model training step will also be excluded as 

the Edge is assumed to have access to the latest models available for servicing the compatible vehicles. With 

these two big limiting factors removed from the F-Cooper process, we now look specifically at the following 

steps of voxel generation and forwarding as well as the inference speed. 

 
 Temperature Power Memory Utilization 

GTX 1060 6GB 40C 27W/120W 1927MB 32% 

Table II: The status of the GPU when under a single F-Cooper workload. Here the temperature 
is up by 1 degree Celsius over the idle temperature and the total memory usage is up to around 

2 GB as compared to the 300MB of when it was idle.  
 

However, as the main portion of training the model for accuracy is calculation of the loss function, to gouge 

the 

difference between the prediction to the ground true, we briefly examine the process to estimate the impact 

of running such on an Edge device. 

 

The relationship between the input data and the amount of processing time required to run such calculations 

indicate that as more objects enter the area of service, the more processing power is needed should we 

require model updates during downtime. 

 

GPU Usage. F-Cooper considers both the CPU and the GPU as a potential source of computational power, 

however, to focus on more realistic profiling, we opted to use the Nvidia GeForce GTX 1060 GPU. This 

GPU has a maximum power draw of 120 watts and a total of 6 gigabytes of memory.  

 

 
Fig 2. The average time for a single F-Cooper run is broken down. With Label generation and evaluation as 

the two main components of interest. 

In our first task, we loaded all the process threads into the edge system and profiled the overall GPU status. 

As we see in Table I, the status of the GPU when not under a workload. Here the Idle temperature of having 

F-Cooper loaded in the background is around 39 Celsius with a power draw of around 27 watts. The total 

memory usage is also very low at only 300 MB. With this data as our baseline, we move on to the full 

profiling of the GPU with F-Cooper running one frame of data inference.  
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The status of the GPU when under a single F-Cooper workload is shown in Table II. Here the temperature is 

up by 1 degree Celsius over the idle temperature and the total memory 

usage is up to around 2 GB as compared to the 300MB of when it was idle. This increase in both temperature 

and 

memory usage is a big increase when taking into consideration that we are just running inference for one 

frame of data. As a continuous stream of data is fed through the F-Cooper’s native pipeline, the amount of 

processes being loaded comes to around 1.7 GB, which is very large to run an inference process. In addition 

to the memory increase, we also saw the increase in temperature. As one frame is very small, a realistic 

workload will ramp up the temperature and thus force the GPU to draw more power to both cool and process 

the workload more efficiently. We this that this is a key factor to optimizing the performance of the pipeline. 

 

Run Time Average. Just the physical hardware usage is not enough for a good pipeline design, so we also 

conducted a profiling for the overall speed of F-Cooper broken down into the following parts: 

(1) Label Generation (2) Total Run-time for a complete processing run of one frame of data (3) Algorithmic 

break down of the components as well as their formulations  

 

As seen in Fig. 2, the average time for a single F-Cooper run is broken down. With Label generation and 

evaluation as the two main components of interest. We observe the rapid generation of the labels at around 

0.85 iterations of tasks per second. Following the label generation, the evaluation step comes next. First, the 

Voxels are forwarded from the neural network at a rate of 0.048 seconds per example. This is the time that it 

takes for the native pipeline to extract and initiate the process of sending the voxels to the target. After the 

extraction and forwarding of the voxels per example, the native pipeline then continues with the local 

inference portion, to generate a prediction for the example at hand. As we see in the figure, the average post 

process inference time per example is around 0.191 seconds, which is long when compared to the voxel 

extraction and forwarding step. 

However, as we only focus on profiling the native pipeline of F-Cooper, the relative time it takes to receive 

and also 

inference the example timing is not tested.  

 

5. Discussions 

The profiling of the F-Cooper native pipeline has shown possibilities for the use of an algorithm-based 

scheduling 

optimization. For example, the workload of the native pipe gives credence to the heavy weight nature of the 

entire process. 

 

In our proposed approach, the background resource usage can be optimized for much less usage towards the 

task at hand. For example, in our profiling, the native F-Cooper pipe shows around 30 percent GPU usage for 

just the inference of a single frame. This is most likely using the GPU for tasks that can be routed to the 

CPU, such as pre-loading the model weights and other similar tasks. Further observations made based on the 

profiling results 

indicate that while F-Cooper achieves real time speeds, it is still linear in nature for the job execution order. 

As the voxels forwarding is not a crucial step that is depended on by the evaluation and prediction tasks later 

on, it can be separated for variable scheduling instead of a static sequential order of execution. 

 

6. CONCLUSIONS 

In this project, we have identified that the existing literature does not focus on the approach of integrating 

edge with autonomous vehicles specifically. While efforts have been made towards this end, we do not see 

the scalability for the existing works. 

 

We believe that through optimization, a pipeline can be designed and formalized for current and future 

efforts, thus allowing for the easy transition for works such as F-Cooper to fully migrate to various edge 

platforms without loss of performance. 

 

In our experiment, we profiled F-Cooper based on the publicly available code published by the authors. 

Based on 

our experimental analysis, we find that there exist many opportunities to apply our proposed algorithm to 

optimize the existing native pipeline of F-Cooper. We believe that in a future work, we can formulate a 

formal method that allows for such a process to be widely adopted for future research in this field. 
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